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MHoroypoBHeBasi CHCTEMAa MOHUTOPHUHIA
MHOropyHKIuoOHAILHOI0 HH(POPMALTUOHHO-
BbIYMCJAUTEIbHOT0 Komiuiekca OUAU

MHoro(yHKIIMOHAIBHEIH  MH(OPMAIIMOHHO-BBIYHC-
murenbHbI Komiieke (MUBK) — oxna w3 0a30BbIX
ycraHoBok OUSIN. Ona oGecrieunBaer B pexume 24 x 7
BBITIOJTHEHHE 1IEJTI0T0 CHEKTPa KOHKYPEHTOCIIOCOOHBIX HC-
CIIeJI0BaHUM, BeTylXcs Ha MUpoBoM yposHe [1]. MUBK
COCTOMT U3 YETBIPEX KIIIOYEBBIX KOMIIOHEHTOB: IPHUJI-HH-
¢pacTpykTypsl [2], IEHTPaJIFHOTO BBIYUCIMTEIHLHOTO
KOMIIJIEKCa, BBIYMCIUTENbHOTO 001aka OMAU [3] u BeIcO-
konpousBoguressHoro kinacrepa HybriLIT [4]. Bee xom-
MIOHEHTHI OITMPAIOTCS HA OOLIYIO CETh U MHXEHEPHYIO HH-
¢dpactpykrypy. Kpaiine BayKHO IpOM3BOANTH MOHUTOPHHT

BCEX KOMIIOHEHTOB Ha TPEX YPOBHSX: alllapaTHOM, ceTe-
BOM U Ha YpOBHE CEpBHCOB. Pa3Hble KOMIIOHEHTHI TpeOy-
10T Pa3HOTO MOJX0J1a K MOHUTOPHHTY, ¥ €/1Ba JIM HalaeTCs
Takas CcTeMa MOHUTOPUHIa, KOTOpast CIIOCOOHA HE TOJIb-
KO YHOBIICTBOPSITH BCEM TPEOOBAaHUSIM, HO U OCTaBaThCS
THOKO# 111 N3MEHEHHH.

MHoroypoBHeBasi cHcTeMa MOHUTOpHHTa Oblia CO-
3pana anst MUBK OUSAN. B Heil ucnonb3oBaHbl pa3Hble
texHonoruu: Nagios, Icinga2, Grafana, a Takxke cucre-
MBI, pa3paboranasie B OMSIU. TIporpaMmHbIi TPOIyKT
Nagios/Icinga2 moxa3an ce0s HaJeXHBIM M IOJE3HBIM
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Multilevel Monitoring System for
Multifunctional Information and
Computing Complex at JINR

Multifunctional Information and Computing Complex
(MICC) is one of the basic scientific facilities of the Joint
Institute for Nuclear Research (JINR). It provides a 24 x 7
fulfilment of a vast range of competitive research conduct-
ed at JINR at a global level [1]. MICC consists of four ma-
jor components: grid-infrastructure [2], central computing
complex, JINR private cloud [3], and high-performance
heterogeneous cluster HybriLIT [4]. All major compo-
nents rely on the network and engineering infrastructure.
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It is important to monitor all of the components at three
levels: hardware level, network level, and service level.
Different components require different monitoring ap-
proaches, and one can hardly find a system which would
satisfy all requirements and would be flexible enough to
follow the changes.

The multilevel monitoring system was created for
JINR MICC. It is based on different technologies: Nagios,
Icinga2, Grafana and the systems developed at JINR.




B NABOPATOPUAX MHCTUTYTA

IIPU MOHHUTOPHUHIE aIIapaTHONW YacTHU BCEX KOMIIOHEHTOB
MUBK. Grafana, kak CpeICcTBO BH3yalIHU3alldH, UCIIOJb-
3yeTcs Ha JAaHHBIH MOMEHT TOJBKO B BBIUYHCIUTEIHEHOM
obnake OUSIU, HO MOXKeT OBITh NMPHHATA M VIS JPYTHX
KOMITOHEHTOB. MoHuTOpHHT cepBucoB Tier-1 U MoHHTO-
purr HybriLIT 6butn cienuanbsao pazpadoransl B OMSIN.

OnHUM U3 KIIOUEBBIX TPeOOBaHHIA K JIF000M cCUCTEMe
MOHUTOPHHIA SIBIISIETCS €€ HaJIe)KHOCTh, YTO 00ecreYrnBa-
ercsi caMoi cucreMoil MmoHutopuHra. Ho ects u apyroe
Ba)kKHOE TpeOOBaHNE — JIOCTYIHOCTb, a TAK)Ke CIIeLHAIIb-
HBIE MepBI, YTOOBI FAPaHTHPOBATh CTAOMIIBHBIA JTOCTYI K
CHUCTEMaM MOHMTOPHHIA U YIPABIEHUS BO BPEMS OTKIIIO-
YEHMs DIIEKTPUYECTBA, HENOJAJ0K B CETH WIH UYPE3BbI-
YailHBIX CUTyalMil. B Leasax npeaocraBieHus HaJeKHOIO
JIOCTyTIa KO BCEM YMOMSHYTHIM CHCTEMaM MOHHUTOpPHHTIA
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W CHCTeMaM YIpaBieHUs ObLI THIATEJIbHO CIUIAHHPO-
BaH M opraHusoBaH IeHTp ympasieHus MUBK. Llentp
yIOpaBlIeHUs] TPENOCTABISET OIeparopaM IIOMEILICHUE,
00opynoBaHHOE OOJBIIMMU MOHHUTOPaMH JJisi OTOOpaxke-
HUsI MOHUTOPUHIOBOM MH(pOPMAIMU O paboTe BCEX KOM-
nonentoB MUBK: cepBucos Tier-1, anmapaTtHoro ypoBHst
Tier-1, anmaparHoro ypoBHs Tier-2, 3arpy3ku HybriLIT,
Google Earth WLCG Dashboard, 3arpy3ku obmaka OSSN
(cM. pucyHoOK). LleHTp ynpaBieHus ocHaIIeH BCEM HE00-
XOIUMBIM JUIs ycToiunBoi cBs3u ¢ MUBK, uto nenmaet
€ro HaJIe)KHbBIM HHCTPYMEHTOM [UI YIPAaBJICHUS BCEMHU
xomnoHeHTaMu MUBK Bo BpeMs pa3HBIX KPUTHYECKHX
CUTYyaIui.

Ham omelT mokasai, 4To Takue COBPEMEHHBIE CH-
CTEeMBbl MOHUTOPHHTA C OTKPBITBIM MCXOJHBIM KOAOM, KaK

[Ipumep oToOpakeHUs TaHHBIX HA MOHMTOPAaX LieHTpa ynpasienus MHUBK

An example of data shown on the displays of the MICC Operational Center

Software Nagios/Icinga2 has proved to be a suitable and
reliable tool for hardware monitoring all the MICC com-
ponents. Grafana as a visualization tool is used only by
the JINR Cloud team, but it could be useful for other com-
ponents. The Tier-1 service monitoring system and the
HybriLIT monitoring system were developed at JINR.
One of the key requirements to any monitoring or
control system is its reliability. This could be satisfied by
the monitoring system itself. However, there is another
important requirement — its availability and special mea-
sures are required to ensure a stable access to the monitor-
ing and control systems during power cuts, network fail-
ures or some other emergencies. The MICC Operational
Center has been launched to provide a 24 x7 availabili-
ty of the MICC systems. The MICC Operational Center
is located in a room dedicated for the MICC operators.
It is equipped with big screens for the monitoring infor-
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mation display (see the figure). Normally, these screens
show information about all MICC components: Tier-1 ser-
vices, Tier-1 hardware, Tier-2 hardware, HybriLIT load,
WLCG Google Earth Dashboard, JINR Cloud load. The
Operational Center is fully equipped to provide a reliable
access to the MICC, so it allows a reliable control over all
the MICC components under different critical conditions.

Our experience shows that modern open-source moni-
toring systems such as Nagios are reliable and useful. These
systems can look after critical metrics, reliably provide no-
tifications and dashboards for administrators. That is why
they could be used for the monitoring the whole hardware.
However, sometimes they are not flexible enough to be
suitable for all groups of monitoring consumers, especially
when complex visualization is required. That causes new
software developments which allow as complex system as
required.
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Nagios, cnocOOHBI CIEIUTH 32 KPUTHYE-
CKMMH IIOKa3aTeiIaMHU, NpE€AOoCTaBIATH
BU3YaJM3alMI0 U OMOBENIaTh aJMHHU-
cTparopoB. biiaronaps 3ToMy OHM MOTYT
HCIOJb30BAThHCA JI1 MOHUTOPUHI'A BCC-
ro ammapatHoro ypoBHsA. OIHAKO HHO-
IJa OHM HEIOCTATOYHO THOKHUE, YTOOBI
YAOBJIETBOPATH HYXKAaM BCEX I'PYIII I10-
Tpebureneii MOHUTOPUHIOBOH HWH OP-
MaIii, OCOOCHHO KOrJa HeoOXomuMa
CITOKHAST BU3YaTH3AITHS.

Takum 00pa3om, pa3paboTKa HOBBIX
IMpOrpaMMHBIX KOMIIOHEHTOB MOHMTO-
pyuHTa TIIO3BOIACT NPEAOCTaBUTL Ha-
CTOJIBKO CIIOXKHYIO CHCTEMY, HACKOIBKO
3TO TpebyeTcsl.
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