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AlayaJILHOCTb TCMLI. 

B CBH3H ·c B03pacnuo111eii C Ka)K.l(blM ro,O:OM onaCHOCTbIO TeXHOreHHbIX KaTaCTpOq> H 
TeppopncmqecKHX aKTOB 3cpq>eKTHBHhie n ua,o:e:>KHI,Ie CHCTeMhl 6e3011acHOCTH oco6o BIDKHbIX 
o6"beKTOB CTaHoB.ric.H Bee 6onee BOCTpe6011aHHI.IMH B P<l>. Ilo.o: oco6o Ba,KHLIMH o6"beKTaMn 
B ,o:aHHoii pa6oTe 11oi1priYMeBaIOTCH rpa.o:oo6pa3YJOIIIHe npe.o:npHHTHH, aTOMHI,le CTaHIJ,HH, 

o6opOHHLie KOMruieKChl H _HHI.Ie ofu.eKTI,I, o6JI8.0:8IOIIJ,He 3HaqHTeJII,HblMH IIJIOIIIa.l(HMH 
miyrpeHIIHX rroMemeHHii n 60JII,IIIHMH Teppnropru1Mn, rro))Jle,KaIIIHMH oco6oMY KOHTpOJIIO. 
)J;JIH o6ecrreqeHHH 6e30118CHOCTH rro.o:o6HI.JX 061.eI<TOB Tpe6yeTC.H npHMeHeHHe HeCKOJILKHX 
cncTeM 'pa3JIHqJi:oro cpyIIKu,noHaJILHoro Ha3HaqeHHH - oxpaHHhlX; rro,KapHLIX, 
Bll,l(eoii:a6JIIO,o:eHHH, KOHTpOJIH H ynpaBJieIDUI .o:oczynoM H T • .l(. OcHOBHM 3a,o:aqa TcU<HX CHCTeM 
- npe,o:oTBpamenne npoTHBonpaBHLIX .o:eiicTBnit, HanpaBJieHHLIX npOTHB oxpaHHeMoro 
o6"heKTa, H o6ecrreqeHHe JKOJiormecKoii 6e3onacHocTH rrpHJieraroIIIHX K HeMy TeppHTopHii. 

B HaCTOHIIIee BpeM.H Ha6mo.o:aeTC.H yc-roiiqHBaH TeH,!J,eHIJ;H.H x HHTerpau.irn 
nepeqncneHHI.IX CHCTeM 6e30IIaCHOCTH pa3JimHOl"O Ha3HaqeHWI B e.l(HHI,Ie KOMIIJieKCbl -
HHTerpnpoBaHHLie KOMIIJieKChl 6e3onacHoCTH. PmBHTHe HHcpopMaIJ;HOHHLIX TexHonorllii 
II03BOJIHJIO IIOBLICHTL CTeIIeHL aBTOM8.TH38IJ;HH CHCTeM. yrrpaBJieHH.H KOMIIJieKCaMH 
6e3011acHOCTH H o6ecrreqHJio xaqecTBeFIHO HOBbie B03MO,KHOCTH rrpH HHTerpauHH HX 
IlO,O:CHCTeM. OcHOBHaH Harpy3xa npH pe:meHHH 3a,o:aq aBTOMaTH3alJ,HH B03JiaraeTCH Ha 
pa3pa6oTqHKOB rrporpaMMHOfO o6ecneqemrn CHCTeM yrrpaBJieHHH KOMIIJieKCaMH 
6e30IIaCHOCTH. 

CncTeMLI ynpaBJieHHH HHTerpHpOBaHHblX KOMIIJieKCOB 6e3onacHOCTH o6na,o:aIOT 
,CJIO)KHOH apXHTeicrypoii, COCTOHIIIeH H3 MHO,KeCrBa 3JieMeHTOB H CBH3eii Me)K.ny HHMH. 
CTpYKTYPY :meMeHTOB MO,KHO ycJIOBHO pa3.0:eJIHTh no q>yHKIJ,HOHaJILHOMY Ha3HaqeIDIIO Ha 
TpH OCHOBHbIX ypoBHH. HH)KHHH ypoBeHL - ypoBeHb c6opa H' nepBH4HOi1. o6pa60TKH 
HHq>opMaIJ;HH, cpe.o:HHii ypoBeHL-xpaHemm: H CTp)'KTYPHpOBamm: ,!J,aHHLIX no orrpe.o:eneHHoii 
IlO.O:CHCTeMe KOMIIJieKca, BepxHHii - o6p.:t60TKH :a: npe,u;cTaBJieHHH HHcpOpMalJ,HH no BCe.M 
no.o;cHCTeMaM KoMIIJieKca. OcHOBHa.H qaCTL ::,neMemoB, o6pa3)'10IIIHX nepe4HCJieHHLie ypomrn 
- 3TO pa3JIHqHLJe nporpaMMHO~annapaTHLie cpe,J:CTBa c6opa H o6pa60TKH HHq>OpMaIJ;HH, 
npe,ncTaBJUIIOIIIHe co6oii 3HaqITTeJILHhle 061,em1 cJIO)KHOro .uoporocromriero o6opy.noBaHHH. 
0KoHqaTeJILHoe q>opMHpOBaHne n MOHTa)K Bcex -i:pex ypoBHe:ii npoH3BO.O:HTc·.a 
Henocpe.o:cTBeHHo Ha 061.eKTe KOHTpOJIH, HOK :HOM:{ MOMemy .l(OJI)KHLI 6LITb )?Ke 3aBepIIIeHLI 
pa3pa6oTKa, OTJia,ll:l(a H HCIILITaHIDI nporpaMMH<)fO o6ecrreqeHHH CHCTeMLI ynpaBJieHIDI 
KOMIIJieKCOM 6e3oIIaCHOCTH. BBB.l(Y HeE:03MOiKHOCTH HCIIOJIL30BaHHH 6on1,meii qacTH 
3JieMeHTOB peaJILHOrO o6opy,!I.OBaHml )(JIH OTJia,I(KH H TeCTHpOBaHHH nporpaMMHOro 
o6ecneqeHHH, B03HHKaeT 3a,naqa pa3pa60TKH. KOMIIJieKca, HMHTaIJ;HOHHLIX CHCTeM, 
no3BOJUllOIIIHX MO.rtennpoBaTL CHrHaJII,I peaJJLHLIX :aporpaMMHO:annapaTHLIX cpe.o:CTB c6opa 
H o6pa60TKH HHtpOpMaU,HH, reHepupoeaTL cc,6LITHH H a,neKBaTHO pearHpoBaTb Ha 
ynpaBJIHIOIIIHe B03,D;eHCTBHH. 

IIpoBe,neHHLIH B paMKax ,!J,HCCepTaI:(UOHHOH pa60TbI aHaJIH3 nporpaMMHLIX npo.o:yicroB, 
npOH3BO.O:HMLIX Be.lJ.YIIIHMH pa3pa60T4HI<aMH KOM:IIJieKCOB 6e30IIaCHOCTH B P<l>,. BbIHBHJI 

. OTCYTCTBHe B HX_ COCTaBe e.o:HHLIX cpeJ(CTB HMHTalJ;HOHHoro MO.UeJIHpOBaHHH CHCTeM 
6eJoriaCHOCTH. Ha06onee OIII)'TIIMO n01pe6HOCTh E: HCIIOJIL30B8HHH e,nHHLIX HMHTalJ,HOHHbIX 
CHCTeM onzym:aeTC.ir Ha 3TaIIe KOMIIJieKcHL1x ncmrramrn: o6op~OBaHHH cHCTeM 6e3onacHo~m 
H IlpH o6yqeHHH 06CJI)?KHBaIOIIIero nepCOHaJia. 3-rc, o6yCJIOBHJIO He06XO,!J,HMOCTb pa3pa6oriru 
co6cTBeHHoro eJU1Horo KOMIIJI~~a~cncTeM 

06'1e):lHH€HHhj! HHCTflTY"r 
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', •. . . . . . . Pa3pa~onra OT,n:eni.Hhlx cneunamnnpoBaHHhlX HMHTaI.tH0HHhlX cnCTeM JJ.lUI KIDK.D;oro 
. ~'iiim~cc~ ~6.cipy,n:oBaHI~lf ~~ne~oo6pmaa TOJILKO Ha nepB0H~ti~HOM 3Tane TeCTilpOBaHIDI 
H ~~. q>~0HanLfilIX MO)iyneif KOMIJJieKca 6e:ionaCHOCTH. 0,n:HaKO npH OKOIJtlaTeJII,H0H 

,; c6opxe, H 'r.iOHTIDKe Bcex 'no1i::ixcTeM ~OMilJieKca;· B03HHIC!ll~>T 3-UatJH IIOJIHOMa~mTa6HOH 
. ajmruum o6opy~OBaHllil AiiinpoBe1eiiIDI ncrn.riamdi CHCTCMLI u'neJIOM H JJ)UI o6yi!eHIDI 
: p6CJiy;KHBaIO·~ero nepcoiiami. ICOMniieK'ca. 6e3onacHOCTii:: ,l(IDI 3TIIX u;eneii Heo6xo~o 
,,IIO~~irr(<?.n:• M~.l(eJI~ nporp~MH~-:-aimapaTilI>JX cpe.l(CTB KOMi'meKca 6e3onacHOCTH, i 
, . BLl.l(eJIHTI, o6~e JJ.lUI Bcex THilOB o6opy,uoBaHIUI :meMelITI,I H onpe.l(eJIHTh HX OCH0BHI,Ie CBH3H 't 
, , n q>ym<UHOHaJII,HI,Ie oco6eHHOCTH. Ha 0CH0Be noc-rpoeHH0H _MO~eJIH npoBecrn HHTerpaunro 
. , HM.IIT8UH~HHLIX cpe.l(CTB o6opy.l(OBaHIDI pa:3JIH'IHoro q>)'HKJ.tHOHaJII,HOro Ha3Haqemm B e.l(HHI,IH 
. , HM.IIT8UH0HHLIH K0MilJieKC H o6ecneqHTI, ero yanBepcanLH0CTh H B03M0:lKH0CTI, pacmnpeHIDI. 
. Peme1me .D.aIIH0ii 3a.D.aqH Il03B0JIHT IT0BLICIITI, 3q>q>eKTHBHOCTI, npHMeHeHIDI HMHTaUH0HHLIX 
cpe.D.CTB Ha 0KOIJtlaTeJII,H0M :nane c6oprm, M0HTIDKa H nycKO-HaJia.D.KH KOMIIJieKca 6e3onaCHOC111 
H OTKp0eT PH.LC paHee He.D.0C1)'IIHI,IX B03M0:>KH0CTCH no IICil0JII,30BamIIO HMHTaUH0HHLIX CHCTeM 
B ,u;emrx o6yqeHIDI II K0HTp0IDI KaqecTBa pa60TL1 o6cJI}':lKHBaIO~ero rrepconana B rrepH0JJ. 
3KCillI)'aTall;IIII KOMIIJICKCa. 

. IJ;e.rrL~~Ccepnm:HOHHOn'pafiOTLI 
! ·, .. ,, ·' . . : < 

" 

L(em,IO HCCJie.D.~BaHHH ,rnm1eTCH pa3pa6oTKa H peanH3aD;IUI MCT0.D.OB HMHTaUHH 
. o6opy.D.oBaHIDI pamnqH()fO q>yHKI.(MOHaJILH0fO Ha3HaqeHIDI, o6ecrretiHBaIO~ Il0BLIWeHHe 
Kaqecrna II 3qlq>CKTHBHOCTH Tecmpo:samm, HCITI,ITiurnii H 3KCillI)'aTall;IIII CIICTeM ynpaaneHHH 
~oMriueKCoM 6e3onacttocrn: · ' · · 

·, 
B C:.QOTBCTCTBHH C UCJII,IO HCCJICll0BaHIUI B pa6oTe Il0CTaBJICHI,I CJIC.!lVIOIDIIe 3ap:aqn: 

• npoaecrn • cncTeMHbiit m1an113 nporpaMMHo-arrnapaTHoii · apxHTe:icryp1,1 K0MITJieKca 
' . ,,' / ,'i ' , ' . ,, ··. ' ··::,. . ' •: . ·, ,., 

6e3orracnoCTH; Bhl.D.eJIHTI, 0CH0BHLJe ee )JICMeHThl, HX CBH3H H 0TH0memm H, Ha 0CH0BC 
p~3yJiirniriB a~anif3a, IlOCTpOHTI, yHmpHI.tHpoBaHHyIO MOJJ.CJII, rrporp~MMHO· 

, a:rrna.p!lTHOH apXIITC~I,I K0MITJieKCa 6e30ilaCHO~;~( : , , . : : 

• · pa3pa6oTan, KpHTepHH oroopa 3JieMeHToB nporpaMMHo-arrnaparnoii apXHTe:icryp1.1 
KOMilJieKca 6e3onaCHOCTH, rpe6yromnx HMHTaUHOHH0ro M0.n;eJIIIpOBalillll H BLuie.ri:HTL 

. MHO,KeCTBo 3JieMeHTOB, no.nrreiariwx HMHTall;IIII; 
' . . 

• · Ha OCH0Be Il0CTp0eHHOH M0.D.em1 nporpaMMH0-anrraparnoi1 apxirre:icryp1,1 K0MilJieKca 
6e3onacHOCTH pa3pa6oTaTL e.D.HHLIH HHTerpnpoBaHHhlii KOMilJieKC HMHTaUH0HHI,JX 

. CHCTeM; C0CTOH~H H3 YHHq>IID;IlpOBaHHLIX M0JJ.yneii HMHTaUHH 06opy):(0BaHID1 
pa3JinqHoro q>yHKUHOHaJILHOro Ha3HaqeHIDI. 

I ' ' ' , • ( 

, Meroro.1 "«':'!CA0Bauuii 

· · · B octtoBe :Hccne.D.oBaanii, a1>1rionaenHLIX ii .D.Hcceprnu;noaaoii pa6oTe, ne:>KaT 
. CHCTeMHI,IH ITO,l(XO.l('n MCT0JJ.I,I CHCTe11.moro aHamnac HCilOJil,3(>BaHHeM 3JieMCHTOB Teopnn 

yripaBJieinra: ciic-reMHoro MOJJ.eJIIlpOBaHIDi » Mero.l(HK npone.D.emm ncllhlTillIHH nporp~MH~ro 
06ec~eqeHID1.. . , . . 
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IJaycrnaH HOBH3Ha 

HayqHrur H0BH3Ha JJ.HCCepTaUH0HHOH pa6oru 3aKJIIOqaeTCH B CJICJJ.YIOmeM: 
• npe,!l)I0:>KeHa YffHBepCaJILH!UI Ma<:WTa6HpyeMruI MO.D.eJII, nporpaMMHO•annapaTHhlX 

cpe.D.CTB K0HTp0IDI CHCTCM 6e3onaCH0CTH, oTJinqaIOmaHCH HHTerpauneit CHCTeM 
I™HTaI.(HH oxpaHHoro o6opyJloBa!IlDI pa:unqaoro q>yHKUHOHaJILHoro Ha3HaqeHim; 

• npe.nrro:>KeHLI MeTOJJ.I,I npoBeJ{eHIDi: K0MIIJie KCHLIX HCilLITrurnii CHCTeM 6e3onaCHOCTH B 
ycJI0BIDIX npel(CJil,~ 3arpY30K KaHaJI0E .D.aHHI.IX, 0CH0BaIIHl,IC Ha pa3pa60TaHHI.IX 
anropHTMax reHepamm co61,1THii, o6ecneqHBume noB1>1meirne ,nocrnBepH0CTII 01.teHKH 
HaJJ.e,KH0CTH HCITI,ITLIBaeMI.IX CHC1:-eM;. 

• pa3pa60TaHI,I H BnepBLIC B .naHHOH o6Jiacrn npHMeHeHI,I MeTOJJ.I,I o6yqeHHH H KOHTpOIDI 
KatJCCTBa pa60TLI nepcoHana KOJl.ffirJ:CKCa 6e30rraCHOCTH B ycJI0BIDIX peaJII,H0fO ofu,eKTa 
Ha OCH0BC JJ.HllaMmecKOII 3aMCID,I q>H3W:leCKIIX KaHaJI0B ):(aHl:U,IX HMHTaD;H0Hlll,IMH 
6e3 npHMeHeHHH annaparnoii nepeKOMM}TaD;HH. 

IlpaKTJf'leCKaSI 3HaqHMOCTh 

IIpanmecKruI 3HaqHMQCTh pa3pa60TKH onpe.D.eIDieTcH CJieJJ.YIOIDIIMII Il0JI0JKeHIUIMn: 
• npHMCHCHIIC _C03.D.aHHI.IX HMHTlll.(H0HHhIX MO.D.yneii: o6ecrreqHJIO B03MO)KH0CTL 

napanneJILHOH pa3pa60TKH 3JieMeJITOB CHCTCMbl H IIX aI3TOHOMH0fO TeCTilp0BaHIDI JJ.0 
OK0HqaTeJILH0ii c6opKII .'l(OMIT;1e1<ca 6e30IIaCHOCTH, tJTO C0KpaTHJI0 o6nzyw 
. ,!l)IHTeJILH0CTb 3TaITa pa3pa60TKH nporpal\lMH0ro o6ecrreqeHIDI; 

• HHTerpaD;HH M0.D.)'Jleii HMHTaUHH IlCIJJ.CHCTeJI.I K0MIIJieI<ca pamnqnoro q>)'Hiill,IIOHaJII.Horo 
Ha3Haqemrn Il03B0JIHJia C0KpanITL OOLCNII,I o6opyJlOBaHIDI, npeJJ.Ha3HaqeHHoro JJ)UI 

/ B3aHM0J.{CHCTBIDI oneparopa II CIIC:TCM IIMl1Tall;IIH Ha 3Tane OKOH'IaTeJibHOH c6opKII H 
3KcrmyaTaD;HH K0MITJieI<ca 6e3011a1:HocTH; 

• pa3pa6oTaHlil,IC MeTOJJ.I,I IIp0BCJI.CHIDI o6yqeHHH II o6ecneqeffHH K0HTp0JIH KaqeCTBa 
pa60TI.I nepC0HaJia, IIpHMCHCHIU,Ie B K0MilJieI<cax 6e30ilaCHOCTH oco6o BaJKHI,IX 
OOLCKTOB, Moryr HCITQJII,30BaThCH U aHaJI0fffiHLIX D;eJIHX Ha ofu.eKTaX IIH0fO 3HaqeHIDI . 

Anpooaunsi paoon.1 
IIono:>KeHHH Ii pe3yJILTaTI,I 

0

.l(HCCC}Y.rall;HOHF.:oii pa60TLI 61,um JJ.0JIO)KeHI,I Ha ceMHHapax 
Kaq>eJJ.PL( CHCTeMHOrO ananma n ynpaBJieHHH Mi!X<JJ.YHapOJJ.HOro YHHBCpcHTeTa «.r(y6Ha» u 
Ha KoH~epeHUHHX, npoBOJJ.HMLIX ymmepc:meroM «,lfy6mm, YHL( OIDIH H PAO E3C. 

Pe3yJILTaThl IIp0Be,11.eHHLIX HCCJICI{OBaHHif II C03JJ.aHHLie MeTO}lHKH Onpo6oBaHI,I H 
ycnemao npnMCHHIOTCH np11 pa3pa60Tice rrporpaMMHoro o6ecrreqeHHll ynpaBJieHirn 
CIICTeMaMH 6e3onac11ocm, npoH3B0JJ.HMJ:oIMH OAO «IIpn6opm.1ii 3aBO.D. TeH3op» B ropo.D.e 
,lzy6Ha. , 

Pa3pa6oiaHHoe riporpaMMHoe o6ecneqeHHe ycTaH0BJietto n q>yHKD;HOHnpyeT a 
C0CTaBe CHCTeM K0HTp0JIH KOMITJieKC0B 6e30ilaCHOCTH 6onee 30-TH OC060 Ba:>KHLIX ofu.eicroB. 

· Ilpn 3TOM pemaIOTCH 3a.D.aqn KaK o6ecrretJreHHH co6cTBeHHoii 6e3onacHOCTH ofu.eKTOa, TilK n 
IIpHJierruo~ K HHM TeppHTOpHH. . 
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Mero.znnrn HMHTaUHH C06bITHH Il0JI0iKHTeJibHbIM o6pa30M 3apeKOMeJmOBaJIH ce6a: 
npH o6y<IeHHH o6cny:>KHBaIO~ero nepcoHana K0MnneKC0B 6e3onacHOCTH H aKTHBH0 

. HCil0Jib3)'IOTC'1 B yqe6HO·HCilbITaTenbHbIX UeIDIX. ,,, 

' Crpyicrypa uo6LeM)UlttepnlQHH - : ' ' -
•i, / '., _•i ,•,. 'j ;,: ,I -

,l:(Hccep'laUHH COCTOir:i- lI3 BBeneHHll, qeTuipex rn:aB, JaKJIIOqeHHJ'I: 06IIUThf ofu.eMOM 102 
c-rpaHIUJ;bl H CIIHCKamrrepazyp1,1, BKJDOqaiomern 30 iiami:eH~Bamdt 

' - ' ;' - ' - ' -- . - ' ' ' - - ', .; ; ; - ,; 

-, JlnqHLIH BKJia.D; ' 

Ilo pe3)'JlbTaTaM BbIIl0JIHeHHbIX HCCJienonaHlltt ony6JIHKOBaHO 8, neqaTHbIX pa60T, 
, _ ICOTOpLie Il0JIH0,CTbIO 0TJ)IDKaIOT co,a;ep:m:aHHe AHCCePTauHH, m HHX 7 pa6oT ony6JIJIKOBaHO B 
_ coanropcTBe (nepeqeHb ny6JIHI(amrn Ha nocneAHeii c-rpaHHue anTopeqiepaTa). 

ABTopoM ,a;11cceprnmm BLIIT0JIHeHo noc-rpoeHHe YHHBepcam,Hoii MacIIJTa611pyeMoii 
M0,a;eJIH nporpaMMH0-annapaTHhlX. cpe,a;CTB K0MnneKca 6e3onaCHOCTH, pa3pa60TKa Ha ee 
0CH0Be MOAynett HMHTaUHH CHfHaJI0B o6opy,a;oBaHHH H MeTOA0B HX npHMeHeHHH Ha 
apxttreK1YPm.IX ypoBIDIX annapaTHoii CTPYK1YPLI KOMIUiei<c'a. · IIpoID~etieHa HHTerpaUIDI 
Mo.zzyneii HMHtaiurn ycTp0HCTB pa3JIJJqH0fO cpyHKUHOHaJibHOfO Ha3HaqeHH'1 B e)UIHblll 

' -HMHTaUHOHHblH .K0MilJieKc; B •paMKax KOT0poro peanmoBaHbI pmpa601amn.1e anropHTMLI 
,reHepamm co6bITIIit PaJpa60Tam.1 MeTOAbI o6yqeHHJ'I: H KOHTJ)0M KatieCTBa pa6on,1 nepcottana 

, C?HCTeM 6e3onacHOCTH· Ha 0CH0Be- enHHoro HMHTaUH0HH0ro K0MIIJieKca. IlpH 
HenocpenCTBeHH0M yqacnm aBTopa nponoAHJiac1, peanIDaUIDI H BHe,a;peHHe pa3pa6oTaHm.IX 
MeT0A0B H nporpaMMHbIX cpe,a;CTB B pa:ne Kpymn.IX npoeKT0B . 

' •• '-~ ,' i ' "~ ~ I ' • : 

_ Kpauroe onncaH11e)Ulccepn1unn 

Bo BBeAeHnn o6ocaoBMBaerca: aKTyam.HoCTL npoIDBO)UiMblX aaropoM nccnenonaHHii. 
PaccMa-rpHBaIOTCH npo6neMLI o6ecneqemrn 6e3onacH0CTH oco6o Ba){{Hl,IX o6'LeKTOB H 
3K0JI0rHqecKoro KOHTP0JIH npunerarom;nx K HHM reppHTOpHii, O6ocHOBbIBaerc,i: 
Heo6XOAHMOCTb mrrerpaUHH no.u;CHCTeM pa3JlllqH0ro Ha3HaqeHIDI a C0BpeMeHHLIX KOMnne1<cax 
6e3onacHoCTH. PaccMa-rpHBaerc,i apXUTeKiypa annapaTHo-nporpaMMHLIX cpe.n,CTB KOMnneKca 
6e30naCHOCTH. Oco6o no,nqepI<HBaeTCH Il0Tpe6HOCTL pa3pa6oTqHKOB nporpaMMHOro 
o6ecneqeHHH H 3aKaJqHKOB B MHOfOqJYffKUllOHaJibHl,IX CHCTeMax HMHTaIUIH o6opy,noBaHUH 
CHCTeM6e;onaCH0CTH, Il03B6JlllIO~ IlOBblCHTh 3qJqieKTIIBHOCTI, i<aK 0TJia.l(K}I H TeCTI!pOBllIDUl 
nporpaMMH0ro o6ecneqeHH'1, TaK n 'npouecca o6yqemrn n K0HTpona: o6CJI)?KHBaIOII(ero 

' '•. • ' ' 1 • ' • ' . 
nepcoHana. .. _ . 

B nepuoit rJiaBe -.l(HCCepTaUHB -IIpOH3B0,1J,HTCJI Il0CTaH0BKa pemaeM0~ 3a.n,a1IH -
q,opMyni!pyrorc,i' npo6neMbI, onpe.n,eJIHIDTCH OCHOBHbie ueJIH nccne,noBaHHH H 
ycraHaBJIHBaioTC~ -:rpe6oB~HlUI, npem,HBIDJeMLie k pe3YJILTaty. . , - - . , , 

IIpoBO.ll,HTCH cpasmrreJIJ,m,rn aHamn cneUIIamDHp0BaHHLIX nporpaMMHbIX npo.zzyKTOB 
-rpex npOH3BO)J,HTeJieii oxpaHH~IX CHCTeM, mnp0K0 -H3BeCTfil,IX B cqiepe o6ecneqeHHH 

'6eJonaCHOCTH oco6o Bll:>KHI,JX o6ieI<TOB. ,ll;aHbI xapariepHCTHKH 0CHOBHLIX rexmecm 
' cpe,nCTB, HCIIOJIL3yeMbIX npH o6ecneqerum 6e3onaCHOCTH oco6o BaiKHl.lX 061,eKTOB. B 

1IaCTIIoCTH, paccMa-rpHBarorca: MeronHKH K0HTJ)0JIH nynpannemrn, peamnyeMLie B KOMnneKcax 
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6e3onacHOCTH OAO TeH3op, onHcaHbI annapaTHbm H nporpaMMHble pemeHHH 3a,naq c6opa H 
o6pa60TI<H HH<pOpMaUHH. 3areM 0ilHCbIBaeTCH apXIITeK'IYPa K0MnJieKCa 6e3onaCHOCTH oco6o 
Ba){{H0ro 061:,eKTa Ha npHMepe nporpaMMHo-annapanu,xx cpe,n;CTB, npoIDB0.u;HMI,IX OAO 
TeH3op, n BLIAeJIHIOTCH 0CH0BHLie ypoBHH TJ)aHcnopTUp0BKH H o6pa60TI<H ,1J,aHHblX. 

B 3aKJIIOqeHHe paccMa-rpnBaIOTCH npo6;1eMLI HMHTaUHH co6MTHH B CHCTeMaX 
6e3onacHOCTH, onpe,neJIHIOTCJI 0CH0BHble 3a,n;atJH II 4JYHKUHH HMHTaUH0HHbIX CHCTeM, 
0ilHCLIBaIOTCH oco6eHHOCTll HX npHMeHemrn n npc,IDB0)UITCH nx I<JiaCCBqJHKaUHH. · 

B pe3ynLrare npone.u;eHHoro ammH3a r,pe,ZJJ1feTHOH o6nacTH n oco6eHHOCTeii 
nocTanneHHLIX 3a.u;aq BLIHBJieHLI H cqiopM):rrnponam,1 cne,a;yrom;He npo6neMLI: 

• )J,JIHTCJILH0CTb 3TaUOB 0TJia,ll;KH nporpaMMHOfO o6ecneqeHHH H HeB03M0){{H0CTL 
aBTOHOMHOfO TeCTHp0BaHHH 0T.l(eJIJ,HblX Mc,.n,y.rreii no OKOH'IaTeJibHOH c6opm; 

",' ' , ' 

• OTCYTCTBHe e,!l,HH0H. crpyKtypLI ,n:aHHhlX np0T0K0JI0B o6MeHa c o6opy,n;oBaHHeM 

pa3JIHqH0I'O q,yHKUHOmlJThHOfO ua:1Haqemrn:; 

• Heo6xoAHMOCTb nponenemrn o6)"leHHH o6c.Jl)')KHBarom:ero nepcoHana B peanbHbIX 
ycJI0BBHX pa60TLI B BHAY 0TCY'ICTBHH c:neunaJIH3Hp0BaHHhlX HMHTaUH0HHl,JX 

-rpemm:epon. 

B CBH3H C npe,nl:>HBJieHHhlMH rpe6oBaUHJIMH, pa3pa6aTbrnaeMble MeT0.l(bl H 

nporpaMMm.1e cpe,n;cTBa ,u;0JI)KIILI 06ecne1IHBar1,,: 

• M0.u;ennpoBaHHe peanbHLIX HHqJOpMaUHOHHLIX KaHaJI0B, T0'IH0 COOTBeTCTByrom;ee 

np0T0K0JiaM HMHTUpyeMoro o6opy,noBaHH~; 

• reHepaUHIO H nepe,na'l!y no I<aHaJiaM CBH3H MH0){{eCTBa B03M0:>I<HbIX COCTOHHHH 

HMHTnpyeMoro o6opy,nonaHHH; 

• a,neKBaTHyIO peaKUHIO ua ynpaBJUIIC,m;He B0:3,D;eHCTBHH; 

• B03M0)KH0CTL pa3Mem;emrn Ha ncex ypoBIUC{ nporpaMMHo-annapaTHOH apXHTCK'IYPhl 

K0MilJICKCa 6e3onacHOCTH; 

_,, • · Hannqne Il0Jib30BaTeJILCK0fO HHTepcpeiica ;um HaC-rp0HI<H napaMe-rp0B HMHTaUHH H 

pyqHoii reHepamm co6LITHii; 

• anroMarnqeceyro reHepaUHIO co61,1nm B cc,oTBeTCTBHH 3a,naHHbIM anropnTMaM; 

• B03M0){{H0CTb mrnaMnqecKOH 3aMel'lhl peaJILHbIX KaHaJI0B )J,aHHhlX HMHTaUH0HHbIMH 

6e3 npHMeHeHHH annapaTHOH nepeKOMM}'T,lUHH, 

ApxmeKJ)'.J)a o6opynonaHHJI KoMnneKca 6eJonacHocm 

ApXHTeK1YPY CHCTeMLI K0HTJ)0M nporpaMMHo-annapaTHhlX 3JieMeHT0B K0MnneKca 
6e30ilaCHOCTH M0iKH0 yCJI0BH0 pa3,neJIHTL Ha TpH OCH0BHhlX ypoBHH, 0TJIJJqaJO~CH 
<pym<UHOHaJIJ,HI,IM Ha3Ha1IeHHeM. 

Hil){{HUH ypoBeHb apXHTeKJYPbl cHC:TeMbl K0HTJ)0M C0CT0HT 113 annapaTHbIX cpe,!lCTB 
c6opa n nepBnqHoii o6pa60TI<H HH<popMauEH - pa:JJIJJqHl,JX.l(aT'IJHKOB (no){{apHI,IX, oxpaHHLIX 
n T • .u;.) n rrepnqiepHHHl,IX I<OHTJ)0JIJiepon. 
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.K, cpe~eM)' ypbBHIO apXJITeKTYPLI OTIIOCHTCH nporpaMMHO-annapaTHLie cpe,n:cTBa 
o6pa6oTxH:u,xpaHeHHH :"miqiop.Minum,. nonyqaeMoii c .. morrnero ypoBHH, cnoc.o6HLie 

aBTOHOMHO. q>yHKD;HOHHpOB~~~. H o6na,n:aromHe. ,DPH!dHTHBHLIMII TepMIIHaJiaMII 
B3aHM.o,n:eii:CTBHH. c oneparnpoM~ JipH .3TOM y~oii:CTBa cpe.n:Hero ypoBHH o6ecneqHBaIOT 
nepe,n:aqy JJ;aHHLIX BepXHeMy YP!)BHIO H cnoco6m.1 BOCnpIIHIIMaTL ynpaBJIHIOIIUle B03.n;eii:CTBHH 
B 3aBHCHMOCTH OT pe:iKHMa q>YHKI.l,HOHHpOBaHIIJI. 

BepxHIIH yponeiw·npe.n;CTaBmieT co6oii,.I<aK npaBIIJIO, BI,JqHCJIHTeJILHLie CHCTeMLI c 
.coorneTcTByromHM nporpaMMHLIM 06ecneqem1eM, npe.n;mrmaqeHJILIM MH B3aHMo.n;eiicTBHH 
OJJ;HOro IIJIH ueCKOJILKHX onepampon C 3JieMeHTaMH KOMITJieKca 6e3onacHOCTH. 

. . . IlpII. paciipe.n;eneu.H~ii: .apxHTeKType oprauoB ynpaBJieHHH cIIcTeMaMII KOMilJieKca 
6eionacHOCTH;' iiepXHHii: ypone~ pa3.n;eJUieTCH iia .n;na IlOJIYPOBIDI -cepBepHLifi n rurneHTCKHH. 

C~pBepHLIH ypoBeHL aKKYMyJittpyeT n ce6e HH«popMall,HIO no BCeM IlO):(CIICTeMaM 

KoMJIJieica 6e3onacHocrn, o6ecneqnmieT ee nepe,n:aqy KJIIIeHTaM u TµaHcnnpyeT Ha cpe.D:HHii 
ypoBeHL nonyqeHHLie OT HHX ynpaBmnomHe B03.n;eiiCTBHH. 

3neMeHTLI KJIHeHTcKoro yponm1 o6ecneqHBaIOT Henocpe,n:cTBeHHoe OTo6pa:iKeHIIe 

oneparopy COCTOfillliH H co6LITHH onpe.n;eJieHHOH IlO.D:CHCTeMLI KOMITJieKca HJIH BCero OOI,eKTa 
B n;enoM, B 38BIICHMOCTH OT Ha3HaqeHUH pa6oqero MeCTa. 

; 063op II aHaJIH3 cymecTByromnx CIICTeM 

M3 cyrnecmyro~ Ha pLIHKe P<l> cncreM 6~:30naciiocrn npoaHaJIH3MpOBaIILI npOJIYKTLI 
TµeX H3BeCTHLIX KOMnaHHH, pa60TaromHX B ccpepe o6ecneqeHHJI q>H3WICCKOH 3aII.l,HTLI oco6o 
Ba:iKIILIX om,eKTOB: . 

• · AnroHT(r. Kanyra) · 

• AnL4>a-Ilpn6op (r. Tyna) 

• Ee3onacHOCTL (r. MocKBa) 
•. • •• • •I .: • • 

Ilo CBOHM cpyHI<n;HOHaJILHLIM B03MO)KHOCTHM npo.n:yKTLI Bcex nepeqncneHHLIX 

KOMnam1ii conoCTaB~I,I H 3TO BilOJIHe. ecTeCTBeHHO, nOCKOJII,Ky MH npHMeHeHHH Ha oco6o 

BIDKIILIX OOl>eKTaX OHH
0

06IDaHLI Y)lOBJieTBOpHTL o6In;HM Tµe60BaHHHM. Ho eCTL. Macca OTJIWIHH 
n MCTO,UHKe OT06pa)KeHHH HHq>OpMao;nn, KOHq>HrypnpoBaHHH CHCTeM, a TaK )KC n 
o6CJIY)KHBa~HH. · · · · , · · · · · · · · · 

KoMIIaHHH «AnroHT» m6paJia B Kaqecme CYE)); cncreMy ORACLE, KOTOprui: Tµe6yeT 

HenpepLIBHOro KBaJIH4>HIUlpOBaHHoro o6CJIY)KHBaHHH H a.n:MHHH~HpOBaHIIJI; qro 3aqac1)'10 
HCB03MO)KH0 BBHJlY OTCyrcTBHH COOTBCTCTByIOmHX cneD;HaJIHCTOB Ha oxpaHHeMOM o6MKTe. 

KoMnaHHH «Anr,cpa-npH6op» 3a OCHOBY Bcero KOMITJieKca 6e3onaCHOCTH B3HJia 
CHCTeMLI BH,Ueona6mo.n;eHHH, H HeJIL3H He OTMeTHTL BLICOKYJO 3cpq>eKTHBHOCTL H KaqeCTBO 
,n:aHIIEJx cncreM. Ho; TeM He Mettee, oqem. Mano y.n:eneHo BHIIMamrn rpaq>nqecKHM ITJiaHaM 
06'LeKTOB H OT06pa:iKeHHIO HX COCTOHllllH, a Tal()Ke OTCYTCTBJeT B03MO)KHOCTL o6o6memm 
COCTOHHHH HeCKOJibKHX OOl>eKTOB 

IlOJIL30BaTeJibCKHH HHTep4>eii:c CHCTeMT:,I KOMITaHHH «Ee:30nacHOCTL» npHMeHHeT 
TOJILKO pa~oByro rpaq>HKy .D:JIH OT06pa)l(eHHH KOHTpOJIHpyeJ\.mro OOI,eKTa, a Tal()Ke He 
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co,n:ep)KHT aKTllBHLIX rpa4>nqecKHX 061,e1rroB 60JlbIDOH ITJioma,n:n. CIICTCMa OTo6pa,KeHHH 

npoTOKOJIHpOBaHHLIX co6bITHH He HCilOJ[b3yeT DBeTOBYJO rpa.n:an;HIO ~OK H o6pa60TKy 

npHOpHTeTOB coo6meHHH. 
Mo.n:yJIII peam,Horo npeMeHH o:irncaHH:blX CHCTeM ,!l.OCTaToqHo OTKpLITl,l ,zu:m 

noJIL30BaTeM H He Il03BOJifilOT orpaffHqifl'b ,n:oczya KaK K cpaiinaM CaMOro npOJ:zyKTa, TaK H K 
pecypcaM onepan;noHHoii: CHCTeMLI. 3TOT q1aKT fil3JIJ[eTCJI cepbe3HLIM He,n:oCTaTKOM B YCJIOBIIHX 
o6ecneqeHJIH 6e3onacHOCTH oco6o BIDKHblX o&eKroB, r.n:e oco6o Ba:iKHO npe.n;OTBpanrrr. KaK 
HenpOIDBOJII,HOe, TaK H npe.n.mlMepeHHoe HapymeHHe pa60TLI CHCTeM KOHTµOJUI KOMilJieKca. 

HH o,n:HH m paCCMOTµCHHLIX npO,!l;)'KTOI! He o6na,n:aer KOMITJieKCOM CHCTCM HMHTan;HH, 

Heo6xo,n:HMbIX .D.JIH npone.n:eHHH HCilbITaIDlH H 06yi1emrn nepcouana. 
B pe3ym.Tare npone,n:emmro aHaJIH3a paccMOlpeHHLIX nr,nrre nporpaMMHLIX npo,n;yicron 

MO)l(HO c.u.enaTL BLIBO.Zl:, qTo MeTO.D:HKII pememrn 3a,n:aq o6ecneqeHHH 6e30ITaCHOCTH, 

npHMeHeHHbie q>HpMaMH «A.rrrom», «Anbq>a-Ilpu5op» H «Ee3onacHOCTL» o6Jia,!l.aIOT pH.D:OM 
He,!l.OCTaTKOB, tJaCTI, m KOTOp:E.IX aeCLMa ,cymecrneHHa; 3To o6ycnoBHJIO neo6xo,n:HMOCTb, 

Y'IHTLIBaH HeCOMHeHHLie .D:OCTOHHCTBa nepe1rncneHHbIX npo.n.yKTOB, pa3pa60TaTb 

co6CTBeHHYJO MeTO,Zl;HKy IlOCTpoeHHH Cl!CTeM KOHTµOM II ynpanneHIIH, HCKJIIO'IaIOIIzyIO 

nepeqncneHHLie He,n:oCTaTKH paccMOTµeHHLIX npo;zyrcroB. 

AHaJIHJ H KJiaccn!lJm,amm HMHT8.llHOHH:E.1x cnc~eM 

Ilpone.n;eH aHaJIH3 oco6eHHOCTett npHMeHeHIIH HMHTan;HOHHLIX cpe.n:CTB B cqiepe 

6e3onacHOCTH, Il03BOJillBIIIHH npoaeCTH I<JiaCCH4>1n<an;HIO cymecrnyromHX IIJ\.fIITiln;HOHHE,IX 
CHCTe~. B pe3yJILTaTe ycTaHOBJieHo, qTQ HMHran;HOHHbie CHCTeMbI MOryT 6LITI, KaK 
annapaTHLIMH, TaK H ,nporpaMMHbIJ\.IH. IlporpaMMHMe CHCTCMbI, B CBOIO oqepe,n:1,, 

paJ.n:eJimOTC.II Ha BttyTPeHHHe H BHeIIIHHe. 
AnnapaTHble HMHTaUHOHHLle CHeTeMbl npe,n:cTaBJIHIOT co6oii KOHCTPYKTHBHble 

HJ,n:enHH, KOTop1.re aKKyMyJIMpYJOT B ce6e cpyHKD;Hn npH6opa, npe,n:Ha3HaqeHHoro MH c6opa 

0 o6pa6oTKH .n:aHHLIX, a Tal()Ke tpYffKD;HH ,!l.ilT'IHKOB KaK HCTOqHHKOB HHq>OpMan;HH. 
0CHOBHLie npeHMymeCTBa annap81HLIX HMlITaD;UOmrr.IX CHCTCM 3aKJIIOqaJOTC.II B TOM, 

qTQ MH HX IICilOJII,30BaHHH He Tµe6yeTC.!l nepCOHaJI C BbICOKOH KBaJIHtpHKan;neii. TaIOKe 

annapaTHLie CHCTeMLI OTJIH'Ia!OTCH BLICOKOH Ha,!le)KHOCTbIO n HH3KHMH Tµe6oBaHHHMH K 

ycJIOBIDTh{3KCilJIYaTan;HH. 
K He,n:oCTaTKaM annapaTHLIX HMHTiln;HOHHI,IX CHCTCM CJie.n:yeT OTHCCTH orpaffHqeHHJI 

no 6bICTµO,n:eii:cTBmo H q>YHKD;HOHaJibHLIM B03M0)l(HOCT.IIM, a Tal()Ke BbICOKJIO CTOHMOCTL H 

,wnrreJU,HOCTL H3roTOBJieHHH. 
IlporpaMMHLie HMHTaIIHOHHLie CHCTeMb[ npe.z:r.CT.aBIDIIOT co6ou: npHJIO)KeHHJI HJIH 

6n6JrnOTCKH, ycrauoBJieHHLie Ha KOMilbl01epe, IlO"lBOJimOII.l,He renepIIpOBaTL IlOTOK .n:aHHLIX 
no tpH3HqecKHM (BHemHHe CHCTeMbI) HJIH BHpryaJILHbIM (BHyTpeHHHe CHCTeMbI) 

HH4>opMa1UIOHHLIM KaHamiM. 
OcHOBHOe npeHMymecTBO nporpaMMHJilX HMHTaIJ;HOHHMX CHCTeM CBH3aHO : C 

KOMITaKTHOCTbIO H npocTOTOit B 3KcnnyaTaIJ;HII. Ilpn 3TOM nacTpOii:KH napaMeTpOB 
cpyHI<u;HoHIIpoBaHHH nnpryam,noro o6opy.n:osaHHH ,n:ocrnroqHo · rn6KHe .D:JIH HMHTan;HH 

Pa3JIWIHLIX HeIDTaTHLIX cmyan;nu H anap1Ilh1IJX pe)KJIMOB. B nporpaMMHLie IOIHTall;HOHHLie 
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CHCTeMLI, KaK npaa1mo,. 3aJI0)KeHa B03M0)KH0CTI, reHepan;HH. c.rryqaiiHbIX C C06bITHH C 

onpe.I(eJieHHOH.'iaCTOTOH. HIITeHCHBHOCTI, 3THX co6bITHH M0,KeT 3Ha'CJ:HTeJll,H0 npeBI,IWaTh 

peaJII,HyIO, 'fTO no3B0JUieTTeCTIIJJ0BaTL nporpru.amoe 06ecne11eHHe B ropa3.I(0 6onee :lR:eCTKHX 

pe,KHMax •. 

IlporpaMMHble UMHTaUH0HHbie CHCTeMbl. M0fYT pa3MemaTLCH Ha pa:3JIH1IHbIX 

apxIITercrypm,ix yp0BHHX nepe.n:a11H .n:aHHI,IX, 'ITO n03B0JUieT 6onee 3c}>c}>eKTHBHO npoB0AHTh 

Tecn1p0Bam1e- n ncm,1Taana nporpaMMiioro o6ecne'CJ:eHHH n annapaTyp1,1. TaK)Ke 

nporpaMMHble CHCTCMI,I OTJIH'CJ:aIOTC'1 3Ha'IHTeJibH0 6onee HH3KHMH 3aTpaTaMH Ha 

np0H3B0ACTB0 H Tilp~0BaHHe; ; 

OCHOBHbIM He,Il;0CTaTK0M nporpaMMHI,IX HMHTaIJ;HOHHbIX CHCTeM 1IBJIHeTCH I 
HeOOXOAUMOCTb ucn0JII,'30BaHHH BI,JlJJICJIIrreJII,H0HTeXHHKH AIDl HX npHMeHeHHH II J<aK CJie,Il;CTBHe 

- orpaHH'ieHlll,le YCJI0BIDI 3KCnJIYaTaUHH H A0CTaT0'lH0 BbIC0KaH KBanmpHKan;HH nepC0HaJia. 

BHeWHHe HMHTamrnHHhie CHCTeMhI npe,n:CTaBJIHIOT co6oii nporpaMMHhie HJIH 

annapaTHLie cpeACTBa; npeAHa3HaqeHHLie .n:m1 reHepan;HH co6LITHH H peaKUHH Ha 

ynpaBJI1IIOII{He B03AeHCTBHH no <pll3H'CJ:eCKHM KaHaJiaM .n:aHHbIX, llCn0Jib3Y1I pearrLHLie 

npoTOK0Jibl B3aHMo.n:eiicTBHH KompoJIJiepoa n BLI'IHCJIHTeJihH0H TexmiKn. B3aHMo.n;e:il:cTBne 

BHeII1HHX HMJITaIJ;H0HHbIX CHCTeM H .nporpaMMHbIX cpe.n:cTB K0HTp0JI.1I H ynpaBJieHHH 

nponcxo.n:HT, KaK npaaHJio, no HHTepc}>eiicaM RS232, RS485, CAN HJIH ceTH Ethernet. 

3a.l(a'ieH BHeWHHX HMHTaUHOHlll,IX CHCTeM HBJUieTCH a~eKBaTHaH 3aMeHa 0,Il;H0H HJIH 

HeCKOJII,KHX·annapaTHI,IX qacTeH K0MilJieKca 6e3 BHeCeHUH KaKHX•JIH6o K0HClJ>YKTHBHbIX JI 

nporpaMMHbIX H3MeHeHUH B 0CTaJILHLie 'laCTH. 

OCHOBHbIM npeUMYmeCTB0M BHeWHHX HMHTaUHOHHbIX CHCTeM 1IBJIHeTCH HMRTan;HH 

annapamou tJaCT11 K0MnJieKca 6e3onacHOCTH, He 0Ka3LIBaIOII{aH BJIHHHHi1 Ha nporpaMMHLie 

cpe,n:CTBa K0liTp0JIH H ynpaBJieHUH. 

t I 
BHeutHRR w.iuma1JUOHHaH. cucme.Ma. 

K He.n:ocTaTKaM TaKHX CHCTeM 0TH0CHTCH Heo6xo.n:HMOCTb nepeKOMMyTan;HH 

(pH3H'CJ:eCKHX KaHaJI0B AIDI HX noAKJIIOqeHIDI, 'ITO 1J)e6yeT BpeMeHHLIX 3alJ)aT H npHBJie11eHUH 

CilCD,llaJIHCTOB.' · 

BHVIJ)eHHHe HMHTaUH0HHLie CHCTeMLI npe.n:CTaBJUIIOT co6oii nporpaMMHbie cpe.n:cTBa 

B BH,n:e npHJIO:>KCHHH HJIII 6u6JIHOTeK, Il03B0JlfilOII{HX 3aMCHHTh co6oii APaiiBep KOliTpOJIJiepa 

HJIH M0.!JY.llb KJIHeHTa CHCTeMbl pacnpe.n:eneHHoro KOHTp0JIH. 

- 3a,n:aqeu BHyTpeHHHX HMHTaIJ;H0HHLIX CHCTeM HBJIHeTC.11 ,Mo.n:eJinpoBaHne 

q>ym<UHOHaJII,Hl,IX CBOHCTB Bceii annapamoii 'laCTll K0MilJieKca 6e3onaCHOCTII BMeCTe· C 

(pH3H'CJ:eCKHMH KaHaJiaMH nepe.n:aqn AaHHbIX H UIITepq>eiiCHbIMH YCTpOHCTBaMH. 
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OcHOBHLIM npe11MymecTB0M BHyTpeHHUX HMHTaIJ;H0HHblX CHCTeM 1IBJIHeTCH 

B03M0)KH0CTb HMIITRUHH annapanioii qacTn K0MrUieKca 6e3onaCHOCTII 6ei HCnOJII,30BaHHH 

KaKHX-JIH6o c}>IDH'CJ:eCKHX JIHHUH n He3aBHC:HM0 OT :fiaClJ)0eK n oco6eHHOCTeit KOliTp0JIJiepoB. 

B CBH3H C 3TIIM OTna,n:aeT He06XOAUMOC'l'b nepelmMMYTRUHII JIIIHlffi CBH3H ll Il0mJ.IDleTCH 

B03M0)KH0CTb AHHaMH'CJ:eCK0I'O nepeKJllOq(:HHH KaHaJI0B .n:aHHbIX. 

B11ympe11HRR_ WY.ruma_tfUOHHaJl cucme.Ma. 

HeAOCTaTKOM mzyrpemmx HMHTan;noHlll>IX ,;ncreM ·HBJUieTCH HCil0JIHa.H n.n:eHTHCJH0CTI, 

HMHTllpyeMoil aimaparaoii tJaCTHJf He06XOAHMOCrL IIX BHe.n:peHIDI B CHCTeMY KOliTp0JIH. 

Ilpoae.n:eHHaH KJiaccmpHKan;HH H aHaJIH3 oco6eHHOCTeii HMHTilIJ;HOH8:LfX CHCTeM 

pa3JIHqHI,IX THil0B n03B0JIHJIH pa3pa6:oTaTb 1;06cTBeHHYIO MeT0.ll:HKY npHMeHeHml 

HMHTan;H0HHLIX_cpe.n:CTB Ha :nanax 0TJIMKH, TecmpoBaHHH H HCilLITilHUH nporpaMMH0ro 

o6ecne'leHHH K0MnJieKca 6e3onacHOCTH. 

Bo BTOpoit rnaee paCCMalJ)HBaeTC.11 IlOCTpOeHHe YHH!pHunpOBaHHOil: M0.U:eJIH 

nporpaMMHo-annapaTHOH apxHTeJ<TYPLI K0MilJieJtCa -6e3onacHOCTH H eAHH0H ClJ)YJ<TYPLl 

.n:aHHbIX np0T0K0JI0B o6MeHa o6opy.n:onamrn pa3Jlll'IH0ro q>yHKD.llOHaJibHOfO HaJHa'JeHIDI. 

,[(a.rree npoB0,n:HTC.11 RHaJIH3 ll npHMeHeHHI! MCTO,Il;0B M0.D:)'JILH0ro H K0MIIJieKCH0I'O 

TeCTHp0BaHIDI nporpaMMH0f0 o6ecne'feHllil. 

B 3aKJIIO'feHHe BT0poii maBLI on:ncam,1 pa3pa6oTaHHLie aJiropHTMbl reHepan;HH 

co6LITHH, npHMeHeHHbie .n:m1 HCilLITaHHH npl)rpaMMH0ro o6ecne'CJ:eHHH K0MilJieKca 

6e3onaCHOCTH. 

Pa3pa6oTKa M0)leJIH nporpaMMHO-annapaTHOE apXIITeK'lj'.J)Lrn9Mmiel(c:a 6e:iorracHOCTH 

Ilpn noClJ)CleHHH Mo.n:eJIH nporpaMMHo-annapaTHoil apxmeKTYPLI K0MnJieKca 

6e3onacHocm, onHCLIBaIOTCH OCHO~Hbie ee 3JieMeIITbl; HX <pyHKn;HOHMbHoe Ha3Ha'leHHe, 

oraomeHHH H CIDl3H. 3areM BLI.D:eJIHIOTCH 3JJeMeHTLI, HMHTaUHOHHoe ~ode~oaaime KOTOpLIX 

He06XOAHM!) )J)UI pemeHHH ll0CTaBJieHHLIX 3a,l(aq: . : 

IlpHMeIDUI nocne.n:onareJihH0e paccMOlJ)eiue ap~eKTypLI «cHH3y BBepx», B nepB)'IO 

011epe.n:i, 0ilHCLIBaIOTCH 0K0HeqHLre YClJ>CIHCTBa -- pernClJ)Hp)'IOmne H HCIT0JIHHTeJILHLie 

3JieMeHTbJ no.n:cHc-reM 6eJonacHoCTH. IlpeiK,n:e Bcero, no HCT0'iHHKH nmpopMamri1 ( cpe,n:CTBa 

06HapY:>Kemui, .n:aT'CJ:HKH), o6na.n:aromne cc,6crnemlbIM nepe1rneM np:mrn:MaemIX COCTOrurnii 

HJIH 3HaqeHHii B 3aBHCHM0CTH OT THna H ynpa:13JIHeMLie YClJ)OHCTBa (3aMKH, cpe~CTila 

IlO:IKapotymemm), o6na.n:aromue nepe'IHe:11: K0MaH,n;. . 

Cne.n:yroi:unM 3JieMeHTOM Mo.n:enn SIBJUieTCSI ceKTop - YClJ>0HCTB0 onpe.u:eneHHoro 

TIDia H q>ym<n;HoHam,Horo Ha3Ha'ieHHH (nepmpepHHHbIH x«nnpoJJJiep ), o6na.n:mo~ee nepe'IH~M 
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HCTOlJHHKOB HH!pOpMaIJ,IDI u ynpaBJUiel\[blX YCTpOil.CTB, cnoco6Hoe nepe,n:aaan, HH!pOpMarnn<> 
0 COCTOHHIDIX CBOHX 3JieMeHTOB, npHHHMaTh H o6pa6an,rnan, KOMa}WI. 

CeKTOpa ofu.e.n.munoTC,i: B rpynm,r yCTpoiicTB no npmra;:ure)KHOCTH K onpe,n:eneHHOMy 
THIIY HJIH cpH3H1IeCKOii IlpHIDl3Ke IC 0,!UIOMy KOHlpOJDiepy cpe,!Ulero ypOBHH. 

IlonyqeHHLie rpynm,1 YCTpOHCTB BMeCTe C KairaJiaMH CB'13H o6pa3yroT nO,n:MHO)KeCTBO 
3JieMeHTOB o6meil. CTpyrcrypHoil. MO)].eJIH KOMIIJieKca 6e3onaCHOCTH, no.wre)KaIIJID{ HMHTaJ:UIH. 

Ilpe.wro)Kemm,i: M0)].eJII, nerna B 0CHOBY HMHTllUHOHHLIX Mo.zzyn:eii, M0,n:errupyroll(BX 
«pymam:oHam,m,ie CBOHCTBa OT)].eJibHI,IX THil0.B o6opy.noBaHHH, a yttHBepCaJibHOCTh .n:aHHOH 
M0)].eJIH n03BOJIHJia npoBeCTH HHTerpau;mo miHTau;HOHHLIX CHCTeM B e,n:um,rl1 HMHTau;HOHHLfil 
KOMIIJieKC. 

YHHBepcam.Ha,i: CTJ?YI<'IYPa namu,1x npoTOKOJia o6MeHa c o6opynoBaHHeM 

,lv1H 06ecne1IeHH'1 3$$eKTHBHOro B3aHMo,n:eiiCTBHH CHCTeM KOHlpOJIH H annapazypbI 
KOMilJieKCa 6e30IlaCHOCTH pa3pa6oTaHa YffHBepcari:I.HaH Clpyicrypa )].aHHbIX np0TOKOJia o6MeHa 
C HIDKHHM yp0BHeM, n03BOIDIIOII(a'1 0,n:H0BpeMeHHO onpamHBaTb pa3H0THilHbie YClpOHCTBa. 

C03,n:aHHaH ClpYIC1)'Pa ,n:aHHbIX OCHOBaHa Ha npHHU,HIIe e.D:HHcio6pa3HH COCTaBHbIX 
3JieMeHToB o6opy.noBaHHH. B pe3yrrr,TaTe «popManmau;uu CTPYKTYPHbIX cocTaBIDIIOII(HX 
Hll)KHero ypoBHH npe.D)IO)KeHO CJie.uyroru;ee MHO)KeCTBo THil0B HHlpOpMllUHOHHl>IX HCTOlJHHK0B: 
oxpaHHbiii nrneiicp, no)KapHbiii nrneiicp; nrneiicp TeXHH1Iecxoro K0Hlp0JIH, I11J1eiicp K0Hlp0JIH 
,n:oc-ryna, aHaJI0fOBblH 111Jieii$, KJIIOlJ ynpaBJieHHH, u;mppOBOH BX0)].. 

' .. He CM0TpH Ha TO, 1ITO K~IH H3 3TBX HCTO'IHHKOB o6Jia,n:aeT co6cTBeHHbIM nepetIHeM 
ynpaBIDIIOII(HX KOMaH)]., Bee C0CT0HHHH, K0T0pbte OH llpHHHMaeT, co,n:ep)KaTC'1 B o6ru;eM 
MHOJKeCTBe C0CT0HHHH. Ilpu YCTaHOBKe coe)].HHeHHH C YCTp0HCTBOM HIDJCHero yp0BHH, 
nocpe,n:cTB0M ymIBepcaJILHoii CTPYKTYPM .n:aHHbIX, onpanrnBaeMoe o6opy,n:oBaHue 
npe,n:0CTaBJIHeT 0ilHCaHHe CB0eii apXHTeKzypbI, nepe,n:aBaH nepe1IeHb no,n:KJIIO•reHHbIX K HeMy 
HH!pOpMllUHOHHLIX HCTO'IHHK0B. Ha 0CH0BaHHH nonyqeHH0H HH!pOpMau;HH, BepXHHli ypoBeHb 
«popMupyeT co6cTBeHHyIO CTpYIC1)'PY ,n:aHHLIX. 

ArrropHTM1,1 reHepaUIIB co61,1rnii mm ucm1TaHHH nporpaMMHoro o6ecneqemrn. 

OCHOBHblMH 3a,n:atI,aMH HCilbIT!llillH KOMIIJieKCa 6e30ilaCHOCTH HBIDIIOTCH: 

• BbIHBJiemie MaKCHM~bH~ll HHTeHCHBH0CTH C06bITHH, Ilpll KOTOpoii Bee C06blTHH 
pernCTpHpyroTCH CHCTeMaM~ KOHTpOJIH; 

• onpe,n:eneHHe BpeMeHH Hapa6oTKH Ha OTKa3 B ycJI0BHHX MHTeJibHbIX HCilblTaHHll npu 
MaKCHMaJibHOH HHTeHCHBHOCTH co6bITHH. 

,lv1H pemeHIDI nepe'IHCJieHHbIX 3a,n:aq He06XO)].HMO MO)].eJIHpOBaHHe 3KcnnyaTaUHH 
CHCTeM KOHTp0JIH B ycJIOBHHX npe,n:eJibHLIX 3arpY30K KaHaJIOB ,n:amn,1x. B xatieCTBe cpe,n:cTB 
M0,n:enupoBaHHH. CHrHaJJ:OB, o6opy,n:oBaHHH HCn0Jib3YIOTCH aBTOHOJ•,rnr,ie ,3JleMeHTbl 
pa3pa6oTaHHOro KOMilJleKca HMHTllUH0HHbIX CHCTeM. l<IDK.u:I,1ii 3JieMelff HMlmq>yeT CllrHam.I 
Onpe,n:eJieHH0fO nepmpepHiiHOro KOIITpOJIJiepa ( CeKTOpa), HCnOJib3YH' pa3pa60TaHHbie 
anropHTMi.1 reHepaUHH co6hlrni1. 
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C u;enr,10 npoBepKH pa6oTOcnoco6HocTH nporpaMMHoro 06ecneqeHHH•B pa3HhlX 
ycJIOBIUIX, reHepau;HH co6J,ITHH IlpOH3B0)].llTCH nonepeMeHHO B HMIIyJll,CH0M H paBHOMepHOM 
pe,KHMax. llimym,cHhlii pe)KHM xapaKTepmyeTCH nepuo)].HlJecKOii reHepaIJ,11:eii 3HalJ:HreJibH0ro 
qucna co6I,1Tm1 3a KOpOTKHH npoMe)K}'TDK BpeMeHH. IlpH 3TOM nepuo.n: B03HHKHOBeHHH 
HMnym,coB aa 2-3 nopH.D:Ka npeBLimaeT ~m,HOCTb cm.,:ux mmyJlbCOB. PaBHOMepHLtii 
pew JIBJIJieTCi ~aCTHbIM cnyqaeM HMnyJIJ,cimro E: xapampmyeTCJI reHepauueri ;0)].llli01Ilil>IX 
co6bITHH qepe3 paBHbie npoMe~ BpeMeHH, Mem,mue, tieM nepH0.I( HMnyJil,CHO:ro pema, 
HO 6oJlbume, qeM' AJiirrem,HoCTb HMll)'JILCOB. IlpH 3TOM 06ecne1IHBaeTc11 npu6JIH3HTCJlbHOe 
paBeHCTB0 KQJI:Hqecrna co6bimil: 3a MHTelibHblH rrpoMe~K BpeMeHH H B TOM, H B .n:pyroM 
pe)KHMe. · • 

Ilpu HMIIym,CHOM pe)KHMe HCilblTaHHH m:o6XO)].HMO '06ecne1IHTb CHHXpOHH3au;HIO 
HMll)'JlbC0B reHepaUHH co6b1THH Ha aBTOHOMHO pa6oTaIOII(HX MO.n:yilri HMHTai:iirn, a np~ 
paBHOMCpHOM pe)KHMe pemaeTCH o6paTHaJI 3a,n:aqa •? Heo6xo.I(HMO paBHOMepH0 
pacnpe,n:eJIHTh Hatiano reHepau;HH co6blTHii B npenerrax o,n:Horo nepuo,n:a ~a Bcex MO,n:yJIHX. 
Ilpu yc.rroBlll cmixpoHH3aium cuCTeMHoro BpeMeHH ua Bcex BbI'IHCJIHTeJJblThIX MamnHax 
KOMIIJieKca 6e30riaCHOCTII H e,n:HHI,IX napaME:Tp0B renepmum C06blTHll WU! BCe~ ~OHHl,IX 
M0,n:yneii, pewe'Hne'. no~TllBJieH~IX ,3a.I(!l'f 3aKlll(i•IaeTC'1 B BbiqucJieHHH. Bpe~eHH Hatiana 
reHepaIJ,IIH co6I.1iirn: .D:JIH Ka)K,n:oro HMHTau:uoHHorn MO,nymI. 

Ilpe)K)].e. Bcero, Heo6XO)].HMO OnHCaTb napaMeTpbI, o6ecnetIHBa£0II(He reHepa1uno 
co6r,1THii B 3a,n:airiioM pe)KHMe: · · 

· T
O 

- BpeMH ompaBKH nepBoMy n:Mmau;uoHHOMY Mo,n:yn10 K0MaH,n:bI ·Hatiana 
reHepaium co61,nuii; · · · · . . 

~ T _: nepuo,n: B03HHKHOBeHHH HMIIYJibC0:B; . 
AT CJJyq _:_ cnyqafiHoe 3Haqemie B iipei(enax OT O .I(O AT C paBHOMepHblM H 

HenpepbIBHbIM pacnpe,n:eneHHeM. · 
T ~ oonyq-:- BpeMH nonyqeHHH KOMaH)].bI Haq2J1a re'HepaUHH i-M MO,nyneM; 
TIH~• ...:...:BpeMH naqana reHepailHH co6r,n:mi .D:JIH i~ro Mo.zzyn:,i:; . 
Tor,n:a BpeMH Haqarra reHepaIJ,IDI co6I,1THii B HMil}'JII.CH0M pe'lKilMe MH i-ro Mo.riyrul 

BbI'IHCJUieTCH no c}>0pMYne: · · 

{ 
T,n""J"'-T0 } 

.I;Hll'l=T,nOJIY'l+(LJT- LlT .. )•£:JT, 

r,n:e <p.HrypHI,Ie CK06Klf 03HatiaJOT onep~1 Bbl)].em:HHH .n:po6HOH tiaCTH 'IHCJia, _3~'IeHH0I'O 
B CK06KH. B_ more, Ka)K)].I,IH HMIITllUH0HHhlil Mo,n:ym, o6ecne'IUBaeT CTapT reHepau;HII _co6r,ITHii 
qepe3 npoMe~K BpeMeHH C MOMeHTa Bbl30E:a nepBOll KOMaH)].bl, KpaTHLIH nepuo,ny 
reHepamrn HMIIYJibCOB, 'ITO 06ecne1IHBaeT HX CHID:poHH3au;HIO. . . 
~ 06ecne1IeHHH paBHOMepHoro pe)KHMa epeMH Hatiarra reHepaUHH co61,1THii J:9Dl i~ 

ro MO,nymI BI,IlJHCJIHeTCH no c}lopMYJie: 

T = T + LJT 
illll'I lnoll)"I '3Y'f' 

. . 
B 3T0M cnyqae, npH ycJIOBHH 3HaqmeJibH0fO KOJIH'IeCTBa HMHTall;HOHHbIX MO,n:yJieii, 
pacnpe,n:eneHHe B03HHKHOBeHHH co6bITHi1 6JIH3KO K paBHOMepHOMy. 
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" :PeanH3aUIDI B paMKaX llMHTaUH0HHhlX Monyneii: npenno:iKeHHI,IX anropHTMOB 
o6ecneqHJia nponeneHHe »cm,namrn K0MnneKca 6e3onacuocTH B ycnonIDIX npe.n,em,m.IX 
3arpY30K KaHan0B .n,aHHbIX ll B C00TBeTCTBHH 3a)l:aHH1>IM pe:amMaM reuepaUHH co61,1THii:. 

. :···TpeT~H rJrasa n6cn,nue~a pa3pa6oTKe nporpaMM~oro 06ecneqeum1 e.ziHH()fO 

m._nITau,HOHHOfO KOM~~Kca. B 'nepB)'IO oqepe,ll,I, OilHCbIBaeTC.ll pa3pa60TKa CH~M HMIITlUJ,HH 
o6opy.zioBaHml pa3JIH'IH0f0 qiyHKUHOH~bHOfO im:maqemrn. . ' . . . ' 
. •· . .l(anee pemaIOTC.ll 3a.n,aJill HlITerpaUHll llMHTaUHOHHbIX CllCTeM B e.n,HHhIH 
HM~all,H0HHbIH ~oMrtJI~~c Ha OCHOBe OilllCaHHOH Bh~n:i~ M0)l:enll nporpaMMHO-annapaTHoil 
apXHTeK'IYPhl KOMIIJl~KCa 6e3onacHOCTif. ' . •· ' 

B 3aKnIO'leHHe TpeTbeH rnan1,1 0illlCaHhI MeT0,lJ,1,1 ll oco6eHHOCTH pacnpenen:eHHOfO 

. pa3MeIUeHH.ll HMHT~~oHH1>IX 1'.'10.nyneii. • 

. Pa3pa60TKa CHCTeM HMHTaUHll 

. KaK )')Ke 6imo 0TMe'leH0 BbIIIIe, BIJYIPeHHHe HMHTa.I.\llOHlll,Ie CHCTeMhl npe,D;CTaBn.llIOT 
co6oil nporpru.IM~Ie cpencma ~ nimenpHJIO:iKeJIBii HJill 6n6nHOTeK, Il03BOIDIIO~ 3aMeHIITh 
co'6oii ,D;paiiBep x'oHTponnepa iunr MOJl:YJih rumeHTa CHCTeMhl pacnpe,de.rreHHOfO KOHTpOn.ll. 

·. ,[(n,i: o6bc~6qemrn BffYTpeuueii liMifrauttn B cncTeMe KoHTponi H ynpanneun,i: 
K0MruieKC0M 6e3onacHocTH pa3pa6o;aHhI · cooTBeTCTByroutiie 6H6nHoTeKH, o6nanarofuHe 
BHYTp.eHHHM nporpaMMHl>I~ HHTep4iei1c6M, n.n,eHTH11Hl>IM .zipaiiBepy pean1,Horo o6MeHa, a 
TaK:iKe BHeIIIHHM non1,3onaTen1,cKHM umepqi~ii:coM nn,i: B3aHMoneii:cTBmi c orrepaTOpOM. · 

. BHeIIIHHiI n:on1,30BaTeJILCKHH mrrepq>eiic BH)'TpeHHIIX HMIITaUH0HHbU{ CHCTeM 
qiopMHpYeTCH n C00TBeTCTBHll c oco6eHHOCTHMH MonemipyeMoro ycTpOHCTBa'. ripn 3TOM 
o6ecne'IHBaeTC$1 e,!(HH006pa3He C m.-1i1Ta~HOHHbIMH cpencTBaMH npyrnx ycTpOHCTB. 
IIociconhK)'. npennona~aeTCH, 'ITO onepaTOp' 6y.n,eT 06cny,1mnaTb HeCK0nbKO pa3HOTHilH1>IX 
II0Jl:CHCTeM K0MIIneKca, HMIITaUH0HHbie CHCTeMbl TaK:iKe OTilH11aIOTCH Me)l(Jl:y co6oii no nmy 
HMHTllpyeMbIX yCTpoikrn. He cr..mrp~· Ha 3TO, onepaTOp He ,D;0JDKeH ncm.IThIBaTh 3aTpy,D;IIemrn 

'-.. '~; '. ' ' '. ; . ., . 
npn nepeKnIO':IeHHH Me:lKJl:Y pa3nHJIHhlM,II cpencTBaMH HMHTauim. 

, Ocimirnoii 3ana11eii BuyTpeHHHX.IIMIITaUIIOHHblX CHCTeM HBJIHeTCH MonennpoBaHHe 
4JYHKUllOHaJibHhlX CBOiiCTB annapaTHhlX cpencTB K0MimeKca 6e30ilaCHOCTll BMecie C 
<pll3H11eCKHMH KammaMH nepe.ziaqn ,!(aHHhIX H HmepqieiicHhlMH yCTpoiicTBaMH. Ilo3TOMY, 
Il0MHM0 HMHTaUHH C06hITHii, IlJ?ORCXOmi:IUHX Ha 06'beKTe, BffYTPeHHHe HMllTaUHOHHbie 
CllCTeMbl Il03B0JIHIOT llMHTllp0BaTh C0CT0HHIDI KaHan0B CB.ll3ll, BIOOO'laH reHepauino rroMex ll 
onrn6oqHI,JX o6MeH0B. . . . 

BHemime HMHTaUH0HHbie CIICTeMhl npencTaBJIHIOT co6oH nporpaMMHLie HJill ;, 

annapaTH1,1e "cpencTBa, npenHa3Ha'leHHhie .!(JIH reliepaunn co61,1Tnii u peaKUHH Ha 
ynpaBJI.llIOIUHe B03.!(eil:CTBH$1 no q>H3HJieCKllM KaHanaM ,D;aHHhIX, HCil0Jib3Y.ll pea.riLHhle 

npoTOK0Jihl B3am.to,D;eil:CTBIDI 1<0HTpoJIJiepon n n1,111ucnmeJibHOii TeXHHKH. 
BHYTpeHHllH HHTepq>eHC o6MeHa BHeIIIHHX llMHTaUH0HHbIX CHCTeM nonHOCTLIO 

C00TBeTCTByeT npOT0K0JIY B3allMO)l:eii:cTBIDI nepxHero H cpeJl:Hero yponHeH. IlOJl:KJIIO'leHHe 
BHemneii HMHTaUHOHHOii cncTeMhI He oTpmKaeTCH Ha pa6oTe nporpaMMHoro o6ecne'leHHH 

BepXHero ypoBH.ll. 
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C UeJibIO o6ecnetJeHH$1 eAttHoo6pa3:Ull IlOJib30BaTeJII,CKHii mrrepqiettc BHennmx CHCTeM 
npn6JIIDKeH K IIHTepq>eii:cy C00TBeTCTByIOD~ BHyl:peHHIIX cpe.o;CTB JIMllTaUl{H. 

Pacnpenenemme p83M_emen~e mnrraimoHHoro KOMJIJieKca 

BLime . 61,mH onncaHhI oco6eHHOCTH BE:eIIIHero H BffYTpeHHero pa3Me~eHH.ll 
llMHTaUH0HHhlX cpe,nCTB H llX npHMeHeHHe Ha 3TaIIax p83pa60TKH ll 0Tna.!(KH nporpaMMH0ro 
06ecne1:IeHH.ll. OJl:HaKo, nn,i: 1ITOron1,ix ucmITaHHii KOMIDieKca 6e3onacHoCTH rr npone.n,eHIIJI 
06yqeHI1J1 Henocpe.o;CTBeHHo Ha o6t,eKTe ro)UTp0IDl Han6onee npenno'ITHTeJibHhlM HBnHeTCH 
pacnpeneJieHH0e pa3Me}UeHHe HMHTaUlIOIIlI0H ~HC1eMLI, npn KOropoM nporpaMMHLie M0.zlY]Ill 
HMHTaQHH pacnonoJKeHhI Ha cepBepHOM ypoBHe, a nx HacTpoiiKa' H ynpanneHHe 
0cyIUeCTBJUleTC.ll Henocpe.l{CTBeHH0 C KlllleHTCKHX Meer. IlpH 3TOM 06ecne1:IeHo .l(HHaMHtJeCKOe 
nepeKJIIO'leHHe MeJK.!(Y .o;e:iKypHblM ll IIMHTaUHOHHhIM pe:lKHMaMH. 6e3. annapaTH0H 
nepeK0MMYTaUHH. TaKHM o6pa30M, mo6oe ll3 KIIHeHTCKllX MeCT M0JKeT .!(HCTaHIUI0HH0 
nepeKmO'laTbC.ll B HMHTaUH0HHLiii pe)I{lfl,![ C onpeneneHH0fO pa6oqeri, MeCTa, HanpHMep, 
onepaTOpa, npoBoMiuero Kypc o6yqeHIDJ: 1mH nponepKH KBanHq>HKaUlIH nepcoHana, npn 
310M o6yqaeMble onepaTOpbl Ha CB0HX pa6o'l:HX MeI:Tax 6y,nyT Hax0AHTbC.ll BHe BenoMa 0 lOM, 
nonyqaroT JIH OHM peanbHyro HH<pOpMaumo lffill IIMHTaUH0HffYIO. 3ToT' Il0,D;XO,D; Il03B0JIHJI 
6onee 3q>q>eKTIIBHO u 6e3onacHo npoB0.!(HT:r, o6yqenne nepcoHaJia n ocyiueCTBIDITI, K0HTpOJih 
KatJecTBa ero pa6on.1 B .!(e:lKYPH0M pe:iKHM<:. 

B 'lfeTBepToii rJJaBe conepJKaTC.ll 0IIHCaHHH MeTO.!(HK HCilbITaHHii ll 3l{CilepHMeHTOB ll 
pe3ynLTaTLI, nonyqeHHhle Ha :rrane BHe,D;peEiIDI pa3pa6oTaHHoro nporpaMMHoro 06ecne1:Ie:mm. 

B nepnyro 0'Iepe,ll,I, paccMarpHBaeTC.ll MeT0,Z:(HKa CTeH,ll,0BhlX ncm.rramrli nporpaMMH0ro 
o6ecne~eHH.ll CllCTeMbl KOUTpOJI.ll K0MimeKC:a 6e3onaCHOCTH C np1rneHeHHeM HMHTaiui0HIIl,IX 
IlaKeTOB,,3aTeM np0B0Jl:.l{TC.ll HCilLITaHIDI H8. peanbHOM o6opyJl:OBaHHH. 

):i:anee npHB0,ll,.llTC.ll pe3}'Jll,TaTbl llCilblTaHHH, np0Be.n,eHHbIX Henocpe.n;cTBeHH0 Ha 
061,eKTax C yqaCTHeM o6cny:iKHBaIOIUero nepcoHana II OIIHChlBaIOTCH MeTO.ru,I o6yqeHIIJI 
onepaTopon. 

B 3aKmO'leHHe paccMaTpllBaIOTC.ll nepcrreKTilBbI .QaJII,Heiimero pa3BHTH.ll II npHMeHeHH$1 
p83pa60TaHHhIX ¥eT0,!(HK. 

CTeHJlOBI.Ie HCIII,ITaHIDI C npHMeHeHJreM MMHTa!fil0HHf,IX CHCT~M 

Ilepe.n; BB0.A0M B 3KcnnyaTaumo nporpaMMHoro o6ecne':IeHHH K0MnneKca 
6e3onaCHOCTH np0B0Jl:IITCH PM HCIIbITaHHi:t C i-eM, 1 [T06LI ycTaHOBIITI, 0CHOBHI.Ie Il0Ka3aTeJIH 
Ka11ecTBa pa6oThI cnCTeMhI. ,l{n..ll onpe.z:i;eneHIDI O'.rKa3oycroittIHBocTH H 6e30IDH6o'l:HOCTH 
q>YHKUJIOHllpOBaHH$1 nporpaMMH0fO o6ecm,-qeHIDI H KaHaJI0B CB.ll3H Heo6XOJl:HMI,I .!(JlllTeJil,HLie 
HCilbITaHIDI. OJl:HaKO ,!(JIHTeJII,H0CTI, M0iKH0 C0KpaTim. 3a CJieT HCK}'CCTBeHHoro yx<ecroqemm 
ycnoBHil: ucm.rraHIDI, ncnom.3yH OIIHCaHF.lble BhIDIC 'arrropllTMbl reHepai.nm co61,nnil:. ):i:o 
P83pa6oTKH K0MimeKca nporpaMMHI,IX JnfIITaTOJI0B 31'0 6r.mo Re B03M0JKH0. l1Me11:' X<e, 
0ilHCamn.Ie BI,Jme llMHTaUH0HHbie CllCTeMI>i, C'reH,ll,OBble HCilhITaHIDI c"mc'npHMeHeHHeM 
CTaH0BHTC.ll 3Ha'IHTeillJH0 6onee 34>qieKTHBHblMH, npH 310M 3Hll1illTeJII,H0 C0KpaIUaeTC.ll BpeM.ll, 
3aTpaJIHBaeMoe Ha 3TOM 3Tane HCilbITaHHii. 

15 



Hcm.rramrn CKY Ha pea,rr,HoM o6opynoBaHHH 

Ilpu Il0,I(KJII01IeH1III nporpaMMH0ro 06ecne11eHIDJ K0MnJieKca 6e3onaCHOCTII K 

pea,rr,H0M)' o6opy,n;oBaHHIO 0IJ,eHHBaeTC.ll B 0CH0BH0M Ka'leCTB0 H Jq>q>eKTHBHOCTI, pa6on.1 
annapaTHI,IX cpe.n;cTB H KoMMYJIIIKaIJ,HoHHhIX,KaHanOB.·IlpoBO,I(.llTC.ll HCIII,ITaHIDI Ha o6myro 

CK0p0CTL peaKIJ,HH CHCTeMLI, npoBepHeTC.ll pa6oTa CHCTeM B aBapHihILIX pe)KHMax - npH 

o6pLIBe 'laCTH HHq>OpMall,HOHHhIX KaHaJI0B HJIH npH nepexo,ne Ha pe:3epBH0e UHTaHHe. 

Bee 3TH 3KCnepUMeHn.I TIUOKe lpe6yioT npIIMeHeHIUI HMiffilll,H0HHbIX CHCTeM; npWieM, 

o6na,naIOll{HX cnoco6HOCTbIO ,I(HCTaHIJ,H0HH0ro rrepeKJIIO'leHHH KaHaJI0B ,I(aHHLIX 6e3 

annapaTHOH rrepeK0MMyTaIJ,Im. 3T0 Heo6XO,I(l{MO ,I(JIH 06ecne11emrn B03M0>KHOCTH 

napanneJILHoro aurum3a pa6on.1 nporpaMMHoro 06ecne11eHHH c HMIITall,H0HHbIMH CHCTeMaMH 
H c peanLHI,IM o6opy,noBaHHeM, a TaICi(e ,!1;JUI onepaTHBH0ro BLl,I(eJieHIDI HeHcnpaBH0CTeH B 
cnyqae HX B03HHKH0BeHIDI. 

PeJ)'JILTan.1 :iKc'nepHMeHT0B, np0Benemn,1x Ha' 061,emx 
• • e •• • ••, 

Ilpn: npoBe,neHHH JKcnepHMeHTOB Ha 061>eKTaX B ocHoBHOM oIJ,eHHBrumcL xapaKTepHL1e 

BpeMeHa, 3arpa11HBaeMLie nepC0HaJI0M Ha Te HJilI HHLie ,I(eHCTBIDI C nporpaMMHhIM cpe,nCTBaMH 

' HMHTa:IJ,HH (ITCH). 3aTeM 3TH npeMeHa cpaBHHBaJIHCL C aHanorWIHLIMH 3HatJeHHHMH, 

nonyqeHHbIMH. npn pa6oTe. c annapaTHLIMH cpe,ncTBaMH reHepall,HH co61,1mll - cTeH,!l;aMH 

npoBepKH npn:6opoB (Cilil) cepHH «KpHCTaJIJI 2C» (3KCnepn:MeHT np0B0,I(HJICH C 

HCil0JIL30BaHHeM 24-X Cilil, paC~0JI0}l[{eHHhIX B 0,I(H0M IlOMell{CHHH). 

BpeMR, neo6xooUMoe onepamopy na YKa3annoe oeiicmeue (c.) 
. 

)I:eik'rane IlCH cnn 
feHepllllHJI onpe)leJieHHOro C06bl1WI m1 OJlHOM, ceKTope 1 1 

feHepauHll onpe.ueneHHOro co6hmrn: Ha 10 onpe,neneHHhlX ceKTopax 5· 26 . 

feHepaum1 onpe.ueneHHoro co6bmrn: Ha acex (24) ceKTOpax 3 .38 

C6poc acex TJ)eBO)KHbIX JHa'!eHHii Ha OAHOM ceKTope I 12 

C6poc acex TJ)eBO:l!CHbIX 3Ha'!eHnii Ha IO onpe,neneHHbIX ceKTOpax 5 94 

C6poc BCeX TJ)eBO)KHb!X 3Ha'!eHHH Ha BCeX (24) CeKTopax 3 142 
', . ' .', 

. 3anycK aBTOMaTH'!eCKOii reEiepllllHH C06blTHii Ha OJlHOM ceKTOpe 2 HeT 
-

Pe3yJILTaTLI 3KcnepHMeHTa Il0Ka3aJIII, 'ITO npu YBe~WieHIIII 061>eMOB HMHTHpyeMoro 

~6opy,nonamrn, pacTeT Jq>q>eKTHBH0CTL npHMeHeHHH nporpaMMHLIX cpe,ncrn HMHTa:IJ,HH ,I(JUI 

reHepall,IIII co6LITHH B KOMilJleKcax 6e30ilaCHOCTH. 
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O6yqeHHe n: KOHfP0JIL .rreitCTBHH nepcoHana 

OcHoBHM 3a,na11a npu 06yqeH1IH m~pcoHana 3aKJII011aeTcH B onepimmHoll nepe,n;a11e 
HaBblKOB B pafiOTe C CHCTeM0ii H 06ec11e1:teIIlfe ,I(WlbHeihn:eii ee pa60TLI 6e3 npHBJie'leHH.ll 
pa3pa60TIJHKOB. Ilpouecc o6yqeHHH MO)Ke1' necrnc1, pa3.JIWIHbIMH MeTO,I(aMH, HO KaK 110Ka3aJI 

om.rr-HaH6onee 34>qieKTHBHLI npaKTH1Iec1me lpe1111ponKH. 3a11aczyro o6yqeHHe npHXO,!l;HTC.ll 
rrp0BO,I(HTL Herrocpe.n;cTBeHHO BO BpeMH yCTaH0JIKH CHCTeM 6e3011acHOCTH Ha 061>eKTe, 

HCIT0JIL3YJI rrpH 3TOM CHrHaJlbl C peaJILHblX ,n;aT1IHI<0B H CHCTeM KOHTp0JIJI, HaxO,I(filll,EIXC.ll Ha 

6oeBOM ,n;e»cypcTBe. ,[ln.ll m6e)KaHH.ll :noro, a TaK)Ke ,I(JUI ITOBblmemrn 34>4>eKTHBHOCTH 

o6yqeHIDI, rrpIIMeHJIIOTCH 
1

pa3pa60TaH1n.1e CHCTeMLI EIMHTaIJ,HH C IlpHHIJ;HllOM ropH1Iero 
nepeKJIIOqeHH.ll~ yrrpaBJIJICMbie J ~T,I(eJILHOJO KJIHeHTCKOro pa6011ero MeCTa. , 

. Ilo1,rn1,~o IT0BLIIDeHIDI 6e3orracHOCTH pa60TLI Bcex CHCTeM ~a 061,e1cre BO BpeMH 

o6yqeHHJI, B03HHKJia B03M0iKH0CTL npoBO,I(IITb oneHey ,neiiCTBHH rrepcoHana c CHCTeMaMH 

K0MITJieKca. B pe>r<HMax ncen,no TpeBor H npH M0JteJIHp0BaHHH BHemraTHblX CH'ryall,Hii. B 
pe3yJILTaTe rrpHMeHeHHH OITHCaHHhIX BLIIDC! MeTO,I(0B, BpeM.ll o6yqeHHH y,nanocL C0Kparnn. B 

1,5 pa3a 6e3 CHIDKeHIDI KaqeCTBeHHblX ITOICa:laTeJieii, rrpH )TOM IlOJIBHJIHCL Ka'leCTBeHHO H0Bble, 

He,I(0C'ry11HI,Ie paHee, cpe.n;cTBa K0HTJ)0JIJI liiCIT0JIHe HH.ll 06H3aHHOCTeit rrepcoHana BO BpeMH 
' ' '••. i ,ne,eypCTBa. 

B 3BKJJioqenue YKa3aHI,I ocHonm,m pe3YJiuan.1, ,n;ocrnrnyn.1e B ,I(HccepTaIJ,H0HHoii 
pa6oTe. 

Ilpone,n;eH aHanll3 rrporpaMMHo-arrnapaTHoii apXHTeK'I)'J)LI KOMilJleKca 6e3onacHocTH 
· H rrpe,I(JIO)KeHhI KPHTepttH oT6opa 3JieM•:lHTOB cn:cTeMbI, Tpe6yromHX HMHTa:IJ,H0HHoro 

MO,!l;eJIHpOBaHiffi. IlOClpOeHa YHHBepCaJJbilaH MaCmTa6n:pyeMaH MO.U:eJib nporpctMMHO

annapaTH0H apXHTeK'I)'pLI K0MilJleKca 6e3,onacHOCTH, 06ecrre1IHBIDM HHTerpaIJ,HIO CHCTeM 

HMHTaIJ,HH OXpaHHoro o6opy.u;OBaHIDI pa3JIH'IH0ro ipYffKil,HOHaJll,HOro HaJHci'IeHH.ll •. 

Pa3pa60TaH e,I(HHI,Jii mrrerpnpoBaBmiii KOMilJlf:KC IIMiffilll,HOHHblX CHCTeM, B paMKax 

KOToporo peanmoBaHbI anropHTMLI reHI!paUHH co61,nn:ii, o6ecrreqHBmHe rrpone,neHHe 

HCITLITaHHH K0HTp0JIHp)'IOll{ero o6opy,nonaHHH H nporpaMMH0I'C) 06ecrre11eHIDI B ycJI0BHHX 
npe,n;eJibHbIX 3arpy30K KaHaJIOB ,I(aHHbrn, .'ITO J:(aJI0 B03MOiKH0CTb onpe,neJIHTb Janae 

ycroiitJHBOCTH n: rrpomao,nH~em,HoCTL cncTeMLI K~HTpOJIJI H yrrpanneHIDI KOMITJieI<CoM 
6eJorraCHOCTH. , . , .. 

Pa3pa60TaH MeT0,I( ,I(HCTaHIJ;HOHH0H 3aMeHbI peaJILHblX KaHaJIOB .u;aHHLIX 

HMHTall,HOHHLIMH 6e3 annapaTH0H nepeKOMMyTaUHH, o6ecrre1IHBIIIHH Ka'leCTBeHH0 H0BL!e 

B03MO)KH()CTH Ilp0BepKH KBaJIHq>HICa:IJ,HH H K0HTJ)OJIJI pa6oTLI o6cny>r<HBaromero rrepC0HaJia 
K0MilJleKca 6e3orracHOCTH. 

Ha 40-50% ycKOpeHLI rrpoll,eCcbI nycKO-H.Ula,I(K}I rrporpaMMHbIX Mo,zzyneii 3a C'IeT 
06ecrre11eHHblX pa3pa60TaHHLIMH HMlilTall,H0HHbIMH cpe,I(CTBaMH B03MOX<HOCTeit 

napaJIJieJILHOH pa3pa6oTKH 3JieMeHT0B CHCTeML] H HX aBT0H0MH0ro TeCTHp0BaHIDI ,I(O 
OK0H'laTeJILHOH c6opKH KOMIIJieKCa 6e3onacHOCTH. 

B 1,5 pa3a COKpameHo BpeMH 06y11eHIDI nepC0HaJia K0MIIJieKca 6e3orracHOCTll H 
06ecne11eHa 6eJorracHocTL rrpone,neHm1 o6pa3oBaTeJILHoro rrpouecca B pe3yJihTaTe 
DpHMeHeHIDI pa3pa6oraHHoro e.I(HHOro HMHTaIJ,HOHHOro K0MilJleKca. 
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