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B nocneaHee BpeMH cpeaH nporpaMMHUX npoayKTOB Bc~ qame 
CTanH BCTpeqaThCH nporpaMMll, "aapam~HHUe~ KOMilhDTepHUM 
BHpycoM. IlpH Bll30Be 3THX nporpaMM OHH, B CBOD oqepeah, MoryT 

aapamaT& apyrHe nporpaMMU H, TaKHM o6paaoM, BHpyc MomeT 

pacnpocTpaHHThCH oqeHh 6ucTpo. CpeaH 6on&rnoro paaHoo6paaHH 

cymecTByDmHx BHpycoB BCTpeqaDTCH KaK 6eao6HaHue, TaK H oqeHb 

onaCHlle BHpycu, cnoco6Hue HcnopTHTh HnH YHHqTomHTh orpOMHOe 

fOnHqecTBO HH~OpMaUHH Ha rH6KHX H m~CTKHX aHCKaX .. 

BHpycu pacnpocTpaHHDTCH nyT~M npHcoeaHHeHHH K 
: BunonHHMllM· Moay nHM nporpaMM B . COM, • EXE, • OVL HnH . SYS 

~aAnax.· OHH H3MeHHDT TQqKy Bxoaa B opHrHHanhHOH nporpaMMe Ha 

Haqano cBoeA npoueaypu H nocne e~ BunonHeHHH nepeaaDT 

.:.YnpaBneHHe opHrHHanhHOH nporpaMMe. .HBHUM npH3HaKOM aapameHHH 

3THX ~aHnOB HBnHeTCH yBenHqeHHe HX anHH. 

B HaCTOHmHH MOMeHT HailHCaHO yme MHOro paanHqHUX 

nporpaMM, o6ecneqHBaDmHx o6HapymeHHe H, B HeKoTopux cnyqaHx, 

yaaneHHe H3BeCTHUX BHpycoB, a TaKme peaHaeHTHUX ~porpaMM, 
ocymeCTBnHDmHx KOHTpOnb aa HX pacnpOCTpaHeHHeM. K. comaneHHD, 

qHcno BHpycoB c KamauM roaoM HenpepuBHO yBenHqHBaeTcH. OHH 

CTaHOBHTCH BC~ 6onee Haomp~HHUMH H o6xoaHT yme H3BeCTHUe 

aamHTU. Bonee Toro, cymecTByeT aoBon&Ho rnHpoKHH Knacc 

BHpycoB, KOTopue paaMemaDTCH B Boot Record'e H aarpymaDTCH B 

onepaTHBHYD naMHTh paHbllie Bcex nporpaMM, B TOM qHcne H 

nporpaMM, ocymecTBnHDmHx aamHTy. 

Ha Harn BarnHa,3TO HaH6onee onacHue BHpycu, TaK KaK OHH 

nonyqaDT aocTyn KO BceM pecypcaM KOMilhDTepa em~ ao aarpyaKH 

CHCTeMHUX. H npHKnaaHUX nporpaMM. 9TH BHpycu paaMemaDTCH B · 

CHCTeMHUX o6nacTHX aHcKa H He Bceraa MomHo onpeaenHTh, 
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. RBnReTCR nH HX conepmHMoe opHrHHanbHUM HnH conepmHT Teno 

npouenypu BHpyca. 

HaH6onee npRM08 H 9q>q>eKTHBHU8 cnoco6 3all(HTU OT 9THX 

BHpycoB 3aKnDqaeTCR B HHCTannRUHH 3all(HTH08 nporpaMMll em~ Ha 

ypoBHe BIOS'a . .l{nR 9Toro Heo6xonHMO naHHYD nporpaMMY oqiopMHTb 
/1/ KaK ero pacrnHpeHHe. B COOTBeTCTBHH co CTaHnapTOM IBM PC 

pa·crnHpeHHe BIOS' a MomeT 6uTb pa3MemeHo B npenenax 1 M6a8Ta 

Burne anpeca coooo, He nepeKpUBaR npyrHe pacrnHpeHHR H caM 

BIOS. OHO onpenenReTCR no nByM nepBUM 6a8TaM: 055h H OAAh. 

3aTeM cnenyeT 6'.18T, yKa3uBaDU(H8 nnHHY MonynR pacrnHpeHHR B 

6noKax no 512 6a8T. nporpaMMa HHHUHanH3aUHH pacrnHpeHHR nonmHa 

HaqHHaTbCR cpa3y me nocne 9Toro 3aronoBKa H 3aKaHqHBaThCR 

BHernHHM B03BpaTOM nnR nepenaqH ynpaBneHHR nporpaMMe BIOS'a. 

CyMMa 6a8TOB pacrnHpeHHR no MonynD 256 nonmHa p~BHRTbCR HynD. 

B naHHOM KOHKpeTHOM cnyqae 3all(HTU Boot Record'a 

m~CTKOro nHcKa OT 3apameHHR Heo6xonHMO HHCTannHpoBaTb 

nporpaMMY, KOTopaR 3anpeTHT 3anHCb B HHTepecyDmyD Hae o6naCTb 

nHCKa. CTpyKTypa nporpaMMU noBOnbHO npocTa H nonHOCTbD 

aHanorHqHa pacrnHpeHHD BIOS I a m~CTKoro .iI.HCKa nnR IBM ·pc-XT. 

OHa COCTOHT H3 nByx qacTe8: nporpaMMU HHHUHanH3aUHH H 

nporpaMMU o6pa60TKH npepuBaHH8. nepBaR nporpaMMa 

nepeHanpaBnReT BeKTOp npepuBaHHR qiyHKUH8 BIOS'a, CBR3aHHU8 c 

nHCKOBUMH onepaUHRMH, Ha BTOPYD nporpaMMY o6pa6oTKH 

npepuBaHH8 H ycTaHaBnHBaeT nnR · 9THX onepauH8 HOBU8 BeKTOp 

npepuBaHH8. BTopaR nporpaMMa o6ecneqHBaeT 3all(HTY npH nonuTKe 

3anHCH B Boot Record. E~ 6noK-CXeMa HMeeT BHn 

INT 13h 

3anHCb B 

Boot Record? 

11 HeT 
'v 

HOBOe 
npepuBaHHe 

2 

.lla 

1

npenynpemneHHe 
>----> H B03BpaT 

:1 

I 

J 
. 

. 

3aTeM nocne HHCTannRUHH naHH08 nporpaMMU MOmHO 

Hcnonb3oBaTb pa3Hoo6pa3Hue nporpaMMU 3all(HTU nnR npenoxpaHeHHR 

OT BHpycoB o6nacTe8 nHcKa c File Allocation Table, CHCTeMHUMH 

H nonb30BaTenbCKHMH nporpaMMaMH. TI09TOMY e~ Hcnonh30BaHHe 

6y neT 9q>q>eKTHBHO npenoxpaHRTb KOMnbDTep nHrnb B coqeT.a.HHH C 

npyrHMH nporpaMMaMH 3all(HTU OT He MeHee onaCHUX BHpycoB npyrHX 

THnOB. 

.l{nR Toro qTo6u q>H3iqeCKH HHCTinnHpOBaTb pacrnHpeHHe 

BIOS'a B KOMnbDTep, He06XO.llHMU nH6o CBo6onHue na.HenbKH non 

nocTORHHYD naMRTb Ha CHCTeMH08 nnaTe, nH6o nononHHTenbHaR 

nnaTa C neKonHpOBU(HKOM anpeca H nocTORHH08 naMRTbD. B 

nocTORHHyD naMRTb 3aHOCHTCR BunonHHMU8 Kon nporpaMMU 3all(HTU B 

COOTBeTCTBHH C onHcaHHUM Burne cTaHnapTOM. 

B nepcoHanbHOM ·KOMnbDTepe · "TipaBeU-16" HMeDTC~ rneCTb 

naHeneK non MHKpocxeMU nocTORHH08 naMRTH ~MKOCTbD 8 K6a8T 

KamnaR c HaqanbHUMH anpecaMH F4000h, F6000h, F8000h, FAOOOh, 

FCOOOh H FEOOOh. MHKpocxeMa, pacnonaraDmaRCR C HaqanbHoro 

anpeca F4000h, HrpaeT ponh pacrnHpeHHR BIOS'a nnR 

KnaBHi:l.TypHoro ,z:watisepa 'BbinO~HeHHOro' OAHaKO' 6e3 yqeTa BblllleonH.-

cannciro cTaHAaPTa H no CYTH RBJimomerocR HenocpencTBeHHUM 

npononmeHHeM BIOS'a. TaKHM o6pa30M, BIOS, 3aHHMaDmH8 caMue 

CTaprnHe anpeca. He MomeT q>yHKUHOHHpOBaTb onHH 6e3 naHHoro 

"pacrnHpeHHR". OcTanbHUe MecTa 3aHHMaDT MHKpocxeMU C KacceTHUM 

EEACHKOM. ABTOpOM 6una BUnonHeHa MonHq>HKaUHR BIOS'a121
, B 

pe3ynhTaTe KOTOpo8 OCB06onHnocb MeCTO C HaqanbHUM anpecoM 

F4000h. HMeHHO 9TO MeCTO Hcnonb3yeTCR non pacrnHpeHHe BIOS'~-C 

nporpaMMo8 3all(HTU Boot Record'a OT BHpycoB. 

.l{nR Tex KOMnhDTepoB, KOTOpue He HMeDT CBo6onHUX 

.naHeneK non pacrnHpeHHe BIOS'a, 6una pa3pa60TaHa H H3roToBneHa 

He6onbrnaR nnaTa. OHa conepmHT nHrnb nBe MHKpocxeMU c MaTpHUaMH 

noCTORHH08 naMRTH, onHa H3 KOTopux RBnReTCR nernHq>paTopoM 

anpeca, a npyraR conepmHT nporpaMMY 3amHTU. 3TO CaMUR 

MHHHManbHU8 Ha6op nern~BUX MHKpocxeM, KO'.fOpue Tpe6yDTCR nnR 

nonnepmKH naHH08 qiyHKUHH. B KaqeCTBe nernHq>paTopa Hcnonh3yeTCR 

MHKpocxeMa P556PT11 nH6o c OTKpUTUM KonneKTOpOM - P556PT4. 

Co6CTBeHHO nnR pacrnHpeHHR BIOS 'a BU6paHa nern~BaR MHKpocxeMa 

P556PT17 HnH c OTKpUTUM KonneKTOpOM P556PT5, KOTopaR 
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co.neplKHT 512 6aiiT 

Ha 

naMHTH. 

nnaTe 

}lJIH MHKpdcxeM C OT_KpUTUMH 

KOJIJieKTOpaMH npe.nycMOTpeHU KOHTaKTU .llJIH 

KOJIJieKTOpHUX_ pe3HCTOp0B Ha BUXO.llHUe JIHHHH. C noMOmhID, 

nepeMU'-IKH B03MOlKeH au6op O,llHoro H3 qeTUp~x Ha'-IaJihHUX a.npecoB 

HHCTaJIJIHUHH pacmHpeHHH BIOS'a: C8000h, DOOOOh, 08000h H 

EOOOOh. 3TO Heo6XO.llHMO .llJIH 6eCKOH~JIHKTHOli HHCTaJIJIHUHH nJiaTU B 

nepcoHaJihH~li KOMnhIDTep. }laHHaH nJiaTa MOlKeT 6UTh ycTaHOBJieHa a 

JIID60ii CB060.llHllli pa31,~M Ha IBM - COBMeCTHMOM nepcoHaJihHOM 

KOMnhIDTepe. 

3Ta npocTaH nporpaMMa HJIH e~ MO.llH~HKaUHH MOryT 6onee 

Ha.ll~lKHO 3amHTHTh aam KOMnhIDTep 

pacnpocTpaHHIDmHXCH qepe3 Boot 

OT aceB03MOlKHUX BHpycoB, 

Record, '-IeM cymecTByIDmHe 

H3BeCTHUe CJIOlKHUe CHCTeMU 3amHTU. HX H3BeCTHOCTh H 

pacnpocTpaH~HHOCTh He cnoco6cTBYIDT coxpaHeHHID Tali HU 3amHTU. 

no3TOMY 6opb6a C 60JihlliHM pa3HOo6pa3HeM BvipycoB. 6y.neT 

3~~eKTHBHOli JIHllih B TOM cnyqae, ecJIH HCnOJih30BaTh npOTHB HHX 

TaKlKe 60JihWDe '-IHCJIO npDCTUX nporpaMM 3amHTU. 

B. 3aKnroqettHe aaTop 6naro.napHT Ha'-IaJihHHKa rpynnu 

peMOHTa MaJIUX 3BM B.A.KapaMumeaa 3a npe.nocTaBJieHHy"ID 

B03MOlKHOCTh HCilOJih30BaTh MaTepHaJihHYID 6a3y rpynnu, IlOMOmh H 

no.n.neplKKY B pa6oTe. 
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-3 ~HT a OT KOMilblOTepHbIX ~HPYCOB 

-IlpegJIO)KeHa 3all\HTa OT .. BHPYCOB.B•Boot Record'e. Cne- · 
QHaJibHO µ;JI.ii me '.~IIpaaeQ-I6" c MO,[l;HQ>HQHpo·aaHHhIM BIOSoM 
H KOMilblOTepoa ,-: HMe10niux. cao.6oµ;Hh1e. naHeJibKH noµ; ero : pacllIH
peHHe, 3'anporp~MMHp0B aH · l.!Hn,· ·ocy~ecTBJIH10mufI 3TY 3~HTY. ··· 
Cµ;en~i{; He60JiblllaH nJiaTa-, Bbmo.inrn10maH TaKylO- )Ke 3a1IU-ITHYIO ' 
~YHKQHIO ,[l;JI.fl nw6oro IBM-COBMecTHMoro KOMilblOTepa. ~aHHa.H 
pa3pa60TKa o6ecnel.!HBaeT 6onee. Haµ;e)KHYIO 3 amHTY, OT BHPYCOB' 

' ,_ ' . ,, .. ,: -. . ,·' '. . . - , . 
3Toro THna, ,l.!eM CYmeCTBYIOmue_ nporpaMMHb1e· npoµ;yKTbl. 

: Pa6oTa imnoJIHeHa B Jia6opaTopHH TeopeTHl.!eCKOl1 ~H3HKH 
omm:.: 
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Ilepeaoµ; aaTopa 

Chizhov M.V~ 

Protection of Youri Computer f.rom Viruses. 

A. vir~s p;otection for Boot Recc)rd,.is. proposed/ First: 
an EPROM, ·providing a protection :for_ PC "Pr,avet:'z~J6'.', . ·. 
with modified BIOS and for· personal· computers_, with free 
sockets for· additional ROM modules, is programmed. Se'-· 
cond: a small•-siz'ed car_d providing the virus. protection 
for all IBM compatibfe computei·s is made. These devices. 

.. assure a safer protection from Boot ;Record ,viruses. than 
the existing progr~m ··• pr~dticts. . . ... 

The investigation hasJbeen· :performed at the 
_.Theoretical Physics, JINR. 
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